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“The result of the platform testing was short of successful, 
contrary to what had been claimed at the national 

level. Transmission from the provincial to the national 
canvassing center already took at least two hours 

considering that there is no network traffic at that time.”

Smartmatic Official, La Union, recounting the failed platform testing of CCS 
laptops which involved the transmission of COCs from municipal, to provincial, 
to the three servers at the national level - COMELEC, PPCRV, and KBP servers.

“Almeria logs also show that the CCS server (in the 
municipal canvassing center) seems to have received 
results even before it was transmitted from the PCOS 

machines in the precincts.” 

Ferdinand Morillo, Biliran. Morillo, an electronics and communications engineer, 
was hired by the Kawayan mayoralty candidate, Caridad Ang, to examine 

various Comelec certified documents.  

“A city Comelec official said that because some technicians 
were at a loss on what to do, she was forced to execute some 
of the troubleshooting herself.  She said there were technicians 
she had talked to who didn’t even know where the CF cards 
were located in the PCOS machine. . . Other respondents 
likewise criticized the lack of technicians on election day.”

Regional Comelec official, Tacloban City; Where hiring of technicians was 
subcontracted by Smartmatic to a manpower agency with contract requiring 

them to serve only until 5 p.m. of May 10.

“They said they reconfigured a total of 50 CF cards from 
May 9 until May 11. Forty five of these CF cards were 
from a list given to them on (the afternoon) of May 9, a 

day prior to the election.”

DOST official, Tacloban City; on last minute reconfiguration of CF cards—which led to 
the question of how sure was the electorate that all 76,000 defective CF cards have 
been reconfigured correctly and in time for the opening of polls on May 10, 2010.

“Please be advised that replacement of defective CF 
cards will be done at the offices of the DOST provincial 

directors. Twenty (20) blank CF cards and two card 
burners will be deployed to your respective offices.” 

 Memo of Comelec Director Jose Tolentino, Jr.  dated May 9, 2010 to all Comelec 
regional and provincial offices; belying Smartmatic claims that the process will be 
centralized in the Cabuyao, Laguna headquarters to ensure security and data integrity.
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Vigilant optimism” was the 
catchphrase used by some 
Mindanao bishops in their 

statement on the Framework Agree-
ment on the Bangsamoro titled “To-
wards Building a Just and Lasting 
Peace in Mindanao.”  This is a very 
prudent coinage that immediately 
purports support for the initiative 
but, at the same time, warns of 
volatility if not carefully handled. 

Together with Konsult Min-
danaw, the bishops unilaterally 
outlined six values that constitute a 
“people’s platform for Peace in Min-
danao,” namely:  sincerity, security, 
sensitivity, solidarity, spirituality 
and sustainability. Of course, this 
is a very tall order that may not be 
operationally perfected until thy-
kingdom-come. But for sure this 
perspective is the best there is in 
the long-term pursuit of building a 
culture of peace in Mindanao. 

A perspective that gives promi-
nence to the subjects and benefi-
ciaries of peace, such as that of the 
bishops is most noble and relatively 
viable. But not so with those, for 
instance, whose point of view 
is tainted with political agenda 
that hope to make the final peace 
agreement as the crowning glory 
of PNoy’s administration as it bows 
out in 2016.  What was signed last 

October 15 in Malacañang 
was only an agreement to 
a framework or, simply, 
points of discussion for 
future negotiations until 
a final peace accord is 
bilaterally reached by the 
Bangsamoro stakeholders 
and the Philippine government.  
To cramp up this aspiration that 
has already toiled about four de-
cades of war into just three years 
into Aquino’s political endgame is 
perilous. But kudos to this admin-
istration for bringing this country 
to a level that is closest, so far, to 
the peace accord. 

This October issue of Impact is 
very special. Notice that, except for 
the regulars, all of the articles are 
talking about the first automated 
elections of this country in 2010. At 
first blush, it should be anachronis-
tic to be discussing about this now 
when it has been two years since the 
political exercise came to a close. But 
on second look, was this particular 
electoral exercise really brought 
to good closure?  For some whose 
interests, perhaps, have already 
been satisfied they think it pays to 
move on despite a hefty baggage 
of reported irregularities that some 
prefer to sweep under the rug. But 
for others, the reliability of the next 
elections which is just around the 

corner depends so much on the 
performance, how good or how 
bad, of the last automated elections.  

There is no mistaking that the 
consequence of the first automated 
elections in this country goes deep 
into the recesses of basic democrat-
ic principles such as the sanctity 
of the ballots, the right of suffrage 
and, therefore, the common good. 
If, for instance, there were really 
serious technical glitches of the 
PCOS (Precinct Count Optical 
Scan) machines as, reportedly, in 
the case of Biliran (See page 12) 
then those sitting now in elected 
offices should not only have 
qualms and discomfort—which is 
nary a value in politics—but must 
see to it that the next one will be 
above board. 

This issue opens with Romeo 
Cayabyab’s “A Second Look on 
the 2010 Philippine Automated 
Elections.”  Tess Baltazar writes 
our cover story, “Were the 2010 
Automated Elections Really a Suc-
cess?”  Read on.  
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A Second 
Look On 
The 2010 

Philippine 
Automated 
Elections

By Romeo Cayabyab

There are two ways of presenting the 
truth—gift-wrapped or just as it is. 
While delivery is a matter of taste or 

motivation, the truth remains unchanged.
There were several foreign observer 

groups that participated in the first auto-
mated national elections in the Philippines 
on May 10, 2010. While their observations 
about the political exercise were presented 
in seemingly contrary ways, the truth 
behind these commentaries never varied.   

The GFN (Global Filipino Nation), 
composed of Filipino long time expats, 
was one. The Carter Center, a non-gov-
ernment organization based in Atlanta, 
Georgia, USA that advocates for global 
peace and health, was another. 

The Carter Center released a report 
(70 pages in all) on its observations of the 
Philippine 2010 elections titled “Carter 
Center Limited Mission to the May 2010 
Elections in the Philippines” in April 
2011, almost a year after GFN released 
its interim report. 

The GFN report, “Foreign Observers 
Challenge Election Legitimacy”, was re-
leased in June 2010 and prepared by GFN 
observer team members Victor Barrios 
(lead observer), Jun Aguilar, Theodore 
Aquino, Elsa Bayani, Tim Bayani, Robert 
Ceralvo, Hermenegildo Estrella Jr., and 
this writer. 

Scoping the GFN work
Months before the 2010 elections, we 

held group online meetings to discuss our 
methodology and observation framework. 
In April 2010 when I flew to Manila for 
a couple of weeks to personally lodge 
my application for accreditation with 
the Comelec, Victor Barrios convened 
us to a series of meetings to finalize our 
plans, and to put together the results of 
our pre-election researches. We also held 
meetings with key stakeholders including 
Comelec officials. 

Five days before election day, we 
attended the Comelec briefing for foreign 
observers at the PICC. On May 8, 2010, 
we also visited selected precincts in San 
Fernando City, Pampanga to familiarize 
ourselves with our assignment areas. On 
election day, we visited precincts in the 
Pampanga municipalities of Candaba, 
Mexico, Lubao and San Fernando City. 
The following day, we were back to 
the PICC to observe the opening day’s 
proceedings by Comelec commissioners 
sitting en-banc for the canvassing of votes.  

The Carter Center Report: A Back-
handed Compliment?

Back to the Carter Center report: 
While the Carter Center group report cited 
the “hard work” of the Comelec and its pri-
vate partner Smartmatic – Total Informa-
tion Management Corp. in conducting the 
country’s first ever automated nationwide 
poll that was “marked by relatively high 
public confidence and trust on the use of 
the optical mark recognition technology,” 
it was, however, ambivalent at most.

It complements the Comelec and 

Smartmatic-TIM in one statement and 
takes it all back in another. Here is a sam-
ple:  “Such success (of the 2010) elections 
is a credit to the hard work of Comelec 
and Smartmatic as well as the commitment 
of the people of the Philippines toward 
increasingly transparent elections. . . The 
creation of a comprehensive election law 
encompassing the amendments regarding 
electoral technology would improve the 
transparency and efficiency of future 
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election processes.”
In short and reading between the lines 

of the Carter report, the 2010 automated 
elections were not transparent enough, 
nor efficient. On these conclusions and on 
other recommendations presented by the 
Carter Center, GFN fully agrees.

The Carter Center recommended 
the following steps which according to 
it were aimed to improve transparency 
and efficiency of the automated election 

system (AES):
That the Commission of Elections 

(Comelec) and its board of election in-
spectors (BEIs) increase their technical 
capacity in administering polls using 
automated election system;

1. That the election calendar provides 
adequate time for implementation of all 
stages of automation;

2. That pre-election testing in a real-

world setting is conducted at an earlier 
date to ensure adequate time to correct 
any issues identified;

3. That there is a third-party certifica-
tion authority to generate the public and 
private keys used in result transmission;

4. That procedures are amended to 
ensure secrecy of the ballot;

5. That measures to increase security 
meet their ends;

6. That the number of polling sta-
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tions are expanded and larger clustered 
precincts are divided to minimize delays 
in the voting process;

7. That the process and quality of 
random manual audit is improved; and 

8. That the participation of candidates 
and political parties in pre-election testing 
of the AES is increased.

For the Carter Center to make these 
recommendations, it must have found the 
AES wanting, if not defective.

Challenging the Election Legitimacy
The GFN, however, moved a step 

further. Based on its observations, sourced 
information and analyses, GFN called 
the whole exercise what it truly is—an 
illegitimate exercise that does not reflect 
the will of the Philippine electorate.

A few weeks after the release of 
the GFN interim report, national dailies 
and online news sites had picked up the 
story, and news of GFN challenging the 
legitimacy of the elections went viral.  

Lest it be said that GFN is biased, I 
used the Carter Center’s recommenda-
tions as a framework, and then related 
these to the GFN observations. After a 

side by side analysis of the two reports it 
was evident that what the Carter Center 
said and what the GFN was saying are 
one and the same thing. 

The Carter Center and GFN Observa-
tions: Side by Side

Going over my notes, here are some 
points where the Carter Center and GFN 
reports and observations meet:  

1.  Technical capacity of Comelec and 
BEIs in administering the AES

In the lead up to the elections, Come-
lec had been holding press interviews 
and voter information runs. There was 
one thing about those interviews which 
left observers wondering who was really 
running the AES roadshow. 

On national televisions, in media 
conferences, in a foreign observers’ 
briefing on May 6, 2010, and even dur-
ing the first day of national canvassing 
of votes at the PICC on May 11, 2010, 
Smartmatic and Comelec officials were 
like inseparable twins, so to speak, with 
a Smartmatic officer mostly taking the 
lead as a spokesperson.

It is no wonder that in its report, the 

Carter Center observed, “While the unfa-
miliarity of the AES required significant 
input and oversight from Smartmatic in 
2010, in future elections COMELEC, as 
the legally mandated election manage-
ment body of the Philippines, should seek 
to increase its capacity to oversee the 
technical aspects of the process. Smart-
matic officials often conducted press 
interviews and voter education efforts, 
responsibilities more clearly mandated 
as Comelec’s…”  

2. No pre-election testing of AES 
The Carter Center report recom-

mends that “adequate time” be allowed 
to conduct “pre-election testing in a 
real-world setting” in order to rectify any 
issues like that which required all 76,000 
compact flash cards to be reconfigured 
due to an error detected one week before 
election day. 

We agree that Comelec ran out of 
time to test the AES, however the issue of 
pre-election testing is more related to non-
compliance with the legal requirements.

In our GFN report, we wrote that the 
AES was implemented live without the ap-
propriate field testing, and law-specified 
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testing in actual elections.  
The field tests are specified by Sec 

6 of RA 9369, “for the regular national 
and local election, which shall be held 
immediately after effectivity of this Act 
(in 2007), the AES shall be used in at 
least two highly urbanized cities and two 
provinces each in Luzon, Visayas and 
Mindanao ...” and “In succeeding regular 
national or local elections, the AES shall 
be implemented nationwide.”  

We also highlighted in our report that 
there are specifications set out in the Bid 
Specifications, Annex E which required 
that as many field tests shall be conducted 
until the requirements for the tests have 
been satisfied provided that the tests shall 
not go beyond December 5, 2009. The Bid 
Specifications also required tests of live 
transmission of precinct results. 	

“No such tests were conducted by 
December 5, 2009. In fact, a precinct test 
using 10 sample ballots were conducted 
in selected precincts starting in February 
2010,” we wrote in the GFN report. 

“No field tests in an entire mu-
nicipality, city and even province were 
conducted. This is further aggravated by 
the fact that 4,690 polling centers have 
no cell phone signal from telecommu-
nication firms affecting about 5 million 

registered voters.
“Worse, on May 3, seven days be-

fore elections, Comelec and Smartmatic 
discovered malfunctioning of Compact 
Flash cards with erroneous votes for local 
elections. They hurriedly imported new 
ones and reconfigured all 76,340 CF cards 
for use on May 10.”

3. Digital signatures in transmitting 
election returns removed

The absence of a third party who 
should be charged with generating the 
public and private keys in the digital sig-
natures to be used in transmitting results 
was highlighted by the Carter Center. 

We agree on that point. The lack of 
an independent third party in generating 
encryption keys was a basic and funda-
mental system flaw.

What made that worst was that the 
requirement for digital signatures in trans-
mitting results was actually abandoned. 
No one can doubt that with no digital 
signatures, the risk of falsifying election 
returns was very high. 

The importance of digital signatures 
in maintaining data integrity and security 
had been recognized, in fact, by enabling 
RA 9369 (Sec 19A) when it prescribed 
thus:

"Within one hour after the printing of 
the election returns, the chairman of the 
board of election inspectors or any official 
authorized by the Commission shall, in the 
presence of watchers and representatives 
of the accredited citizens' arm, political 
parties/candidates, if any, electronically 
transmit the precinct results...” and  "The 
election returns transmitted electronically 
and digitally signed shall be considered as 
official election results and shall be used 
as the basis for the canvassing of votes 
and the proclamation of a candidate."

The importance of digital signatures 
cannot be overemphasized. 

As highlighted in our report, digital 
signatures serve two purposes, namely, to 
identify the BEI personnel and the precinct 
number from which the election returns 
came, and to ensure that the precinct 
election returns are not modified in any 
way by dagdag-bawas.

4. System security measures to protect 
the integrity of AES were abandoned

In addition to the legally required 
digital signatures in transmitting elec-
tion returns being set aside, critical 
AES security features were abandoned 
or disabled.

Ultra violet reading function dis-
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abled: The UV-reading functionality 
of the PCOS machine to authenticate a 
ballot was disabled, and replaced with a 
hand-held UV lamp. We also noted during 
our observation of election proceedings 
in selected Pampanga precincts the BEIs 
were not provided with UV lamps.

Voter paper audit trail removed: 
The requirement for voter verified paper 
audit trail to ensure that the machine 
registered the voter’s choice correctly 
was not complied with. Voter was only 
notified in the PCOS screen that his/
her vote is read. Only the word “CON-
GRATULATIONS” was shown in the 
PCOS LCD. 

The Carter Center also raised these 
security deficiencies in its report.

5. Possible disenfranchisement of vot-
ers due to delays in the voting process 

The Carter Center noted in its report, 
“In 2010, the number of polling stations 
was reduced to 76,347 in an effort to re-
duce costs so that each precinct could have 
its own PCOS machine… The reduction of 
polling stations by approximately 75 per-
cent produced a corresponding increase 
in the number of voters per station… a 
sizable increase from the approximately 
200 voters per precinct in previous elec-
tions… As a result, Carter Center observ-
ers noted significant congestion in polling 
centers… This congestion caused long 
waits for voters throughout the country, 
often longer than three hours. “

GFN observers agree with the Carter 
Center observation that the clustering of 
more than 320,000 polling stations into 
76,000+ clustered precincts contributed 
to delays in the voting process. 

In addition to the Carter group’s 
observation, we also noted that (a) the 
actual process of notifying the voters 
where their new precinct is located caused 
not only delays but also confusion among 
the voters, and (b) the delays and long 
wait could have impacted on the result 
of the elections. 

Here is an extract of the GFN report:
“Voters Lists were posted on the walls 

outside the clustered precincts (with a 
maximum of 1000 registered voters) only 
on voting day.

“Although precinct assignments were 
mailed to individual voters by barangay 
captains, most received theirs late in the 
voting day or not at all. Voters have great 
difficulty in locating and identifying their 
clustered precincts. Long queues devel-
oped with voters waiting several (from one 
to six) hours before voting. As a result, 

many, especially women and the elderly, 
decided to forego voting.

“Comelec's consultant on queue 
management estimates the number of 
disenfranchised voters to range from 2 
million to 8 million.

“This number can easily affect the 
results in the presidential, vice presi-
dential and senatorial race especially the 
close one.”

6. Non-Compliant Random Manual 
Audits

On the following assessment of 
RMAs from the Carter Center, we totally 
agree:

 “A lack of transparency and a general 
inefficiency in how officials actually ad-
ministered and conducted audits plagued 
the postelection audit process, however. 
While random manual audits were to oc-
cur on election night, in practice, results 
of such audits were in some cases still 
unknown weeks after the election.”

The legislative basis for random 
manual audits is found in Sec 24 of RA 
9369, “Where the AES is used, there shall 
be a random manual audit in one precinct 
per congressional district randomly cho-
sen by the Commission in each province 
and city. Any difference between the auto-
mated and manual count will result in the 
determination of root cause and initiate a 
manual count for those precincts affected 
by the computer or procedural error.”

The difference referred to in RA 
9369 is defined in the Bid Bulletin Speci-
fications thus, “Component 1B-PCOS 
Machine – 10. The system shall count 
the voter’s vote as marked on the ballot 
with an accuracy of at least 99.995%”.

Clearly, only a maximum 0.005% 
is considered by law as an acceptable 
error rate.

At 12 noon of election day, Comelec 
raffled the RMA precincts from the 76,340 
precincts nationwide but the choice of the 
RMA precincts was made public only after 
the close of voting.

As it happened, the RMAs and the 
rigid specifications for tolerable error 
contained in RA 9369 were good only 
on paper.

In our interim report, we wrote 
“As observed in Pampanga, the RMA 
(Random Manual Audit) in one pre-
cinct in Telabastagan was started at 8pm 
election day and the results were not 
disclosed to the observers. The results 
of 30 RMA precincts were released and 
announced as of 15 May 2010. Last 20 

May, Comelec announced results of about 
300 RMA precincts were completed with 
few discrepancies. PPCRV and Comelec 
announced some 0.07% discrepancies in 
about 400 ERs audited as of 21 May. No 
target completion was announced.”

GFN observers asked: If the 400 ERs 
audited disclosed a 0.07% discrepancy, 
how much more discrepancy could be 
expected for the rest of the 76,340 ERs? 
And in precincts where discrepancies 
were found to be outside the tolerable 
error rate, were manual counts carried out 
to comply with the legal requirements of 
a manual count?

Additionally, why did Comelec mu-
nicipal, provincial and regional officers 
refuse to show the results of the random 
manual audits even to election observ-
ers claiming that they could not provide 

ARTICLES
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copies of the audits because they were in 
sealed envelopes and they had no copies?

In summary,
There is no doubt that there had been 

a noticeable improvement in the peace and 
order aspects of the elections compared 
to past national elections. 

But actions on the part of Come-
lec—which to a large extent had also been 
highlighted by other observers group like 
the Carter Center—had put to question the 
authenticity, integrity, confidentiality, verac-
ity and accuracy of the vote counts in the ERs. 

The dark cloud rose from disabling 
critical, legally-specified security fea-
tures, particularly the digital signatures 
in transmitting election returns, the UV 
scanners in authenticating ballots, and the 
voter verification audit trail in ensuring 

that the voter’s choice had been correctly 
registered by the machine.

These pre-election system modifi-
cations and inadequate system testing, 
coupled with the last minute rush to 
reconfigure and redistribute nationwide 
more than 76,000 compact flash cards 
due to an error detected one week before 
election day plus the unnecessary delays 
and long wait on election day for voters 
to cast their ballot which could have 
translated to at least 2 million voters being 
disenfranchised, had practically reduced 
next to zero whatever confidence was left 
in us in the integrity of AES.

Even the post-election proceedings 
which could have given the elections a 
semblance of integrity were rendered 
questionable. The data that Comelec 
showed the public were the percentages 

of precincts reporting—which were mean-
ingless—and not the actual vote tallies. 
The consolidation of the RMA reports 
took almost two weeks to complete – 
prompting the impression that they were 
“Random Manual Edits” and, even then, 
the consolidated results fell short of the 
minimum threshold mandated by law.

To date after two years, the legitimacy 
of the 2010 elections remains a contest 
and a big question mark. I

(Romeo Cayabyab is a Sydney-based 
audit consultant and online publisher of 
The Filipino Australian News and a mem-
ber of the Global Filipino Nation (GFN) 
foreign observer group that participated 
in the May 10, 2010 elections. Cayabyab 
is a Comelec-accredited foreign observer. 
– Ed’s) 
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Strategic Perspective: 
Deliberate deception

By René B. Azurin

Perhaps as part of the “foisting” ef-
fort, the Committee on Suffrage and 
Electoral Reforms of the House of 

Representatives called on Smartmatic-
TIM Corp. to conduct “an end-to-end 
election simulation…to once and for 
all address the issue of accuracy.” That 
“demo”—a “mock election” with some 
1,000 voters—was done at the House last 
July 24 and 25. Votes were cast through a 
Smartmatic machine, the machine issued 
its count, and a manual verification of the 
count was then done to check if there were 
discrepancies between the electronic and 
the manual count. Presumably, Smartmatic 
used its best machine for the demo, one 
that it had thoroughly tested.

Unfortunately for Smartmatic and its 
conspirators, the actual results of the mock 
election revealed performance deficiencies 
in the Smartmatic precinct count optical 
scan (PCOS) machine, in the form of be-
low-standard accuracy levels. As a result, 
Smartmatic was forced to fudge the figures 
it showed in its “Mock Elections Sum-
mary Report” (dated August 3rd) to make 
its machine appear more accurate than it 
actually was. Doubtless, the intention was 
to hide the deficiencies and effectively de-

ceive the public. The fudging was pointed 
out by Dr. Felix Muga II, mathematics 
professor at the Ateneo University. (The 
fudging was also noticed by many others.) 
For example, in the “senatorial” count, 
Smartmatic’s PCOS machine counted 
6,184 votes and the manual verification 
showed an actual 6,309 votes, a difference 
of 125 votes. Smartmatic then reported that 
the “Percentage of Match between Manual 
and Electronic Count is 99.98019%,” a 
figure that has no arithmetical basis and 
seems to have been just conjured out of 
thin air. Dr. Muga says, “The calculation 
is wrong since (1 - 125 / 6,309) x 100% 
= 98.0187%.” It should be noted that this 
figure is well below the accuracy level of 
99.999% specified in the Terms of Refer-
ence and its contract with Comelec.

Moreover, Dr. Muga adds, that method 
of calculating “match” is actually “mis-
leading.” He says, “The PCOS Count dif-
fered in 50 of the 55 senatorial candidates. 
Hence, the percentage of match between 
the PCOS count and the manual count for 
all of the senatorial candidates is a measly 
9.0909%.” That’s nine percent.

The fudging was pointed out by Dr. 
Felix Muga II, mathematics professor at 
the Ateneo University. (The fudging was 
also noticed by many others.) For example, 
in the “senatorial” count, Smartmatic’s 

PCOS machine counted 6,184 votes and the 
manual verification showed an actual 6,309 
votes, a difference of 125 votes. Smart-
matic then reported that the “Percentage 
of Match between Manual and Electronic 
Count is 99.98019%,” a figure that has no 
arithmetical basis and seems to have been 
just conjured out of thin air. Dr. Muga says, 
“The calculation is wrong since (1 - 125 
/ 6,309) x 100% = 98.0187%.” It should 
be noted that this figure is well below the 
accuracy level of 99.999% specified in 
the Terms of Reference and its contract 
with Comelec.

In the “presidential” count, Smart-
matic reported a “Percentage of Match 
between Manual and Electronic Count [of] 
99.99280%,” basing this on a net difference 
of 6 between the total presidential votes 
of 833 counted by the PCOS machine and 
the total presidential votes of 827 counted 
in the manual verification. The figure 
is derived from (1 - 6 / 833) x 100% = 
99.99280%. Again, this is wrong. In the 
actual results, it must be the absolute dif-
ferences ― not the net differences (positive 
discrepancies shouldn’t cancel out negative 
discrepancies) ― in the count for each 
candidate that determines accuracy. Dr. 
Muga says, “If we sum up the absolute 
difference between the manual count and 
the PCOS count for each of the presidential 
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A PCOS machine breaks down on election day in one precinct of Magsaysay High School in Manila. 
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Strategic Perspective: Deliberate Deception

candidates, we shall obtain 52. Hence, the 
accuracy of the PCOS Count compared to 
the manual count is (1 - 52 / 827) x 100% 
= 93.7172213%.” Again, this is way below 
the required 99.999%.

Dr. Muga adds, “It [that figure] does 
not explain why the PCOS Count differs 
from the manual count in 33 out of 55 
presidential candidates. Thus, the actual 
percentage of match between the manual 
and the PCOS count for all of the presi-
dential candidates is only 40%.”

To mislead appears to be the actual 
intention of the Smartmatic report. In other 
words, this has to be a deliberate deception.

It should be stressed that the miserable 
performance of the Smartmatic machine 
occurred in what, by any definition, was 
merely a simple marketing demo under 
ideal conditions, not a real product test. If 
their carefully chosen machine cannot meet 
specifications under ideal conditions, how 
can their run-of-the-mill machines meet these 
under actual (and non-ideal) field conditions?

A real product test would consist 
of a full-blown hardware and software 
evaluation by technical experts in computer 
performance and system security. The 

multi-sector citizens’ election monitor-
ing group AES Watch, in several letters 
to the Commission on Elections, asked 
that Comelec “allow Filipino IT computer 
security experts to do end-to-end and top-
bottom TESTING of the PCOS system” 
and not let Smartmatic get away with “mere 
marketing demos of their product.” AES 
Watch complains that Chairman Brillantes 
is doing nothing about this request. They 
say that “instead of creating a committee 
which would allow the full participation 
of the Filipino IT community in the test-
ing of the system for fraud, the Comelec 
is creating a ‘grievance committee’ and 
nothing else.” They consider this “a big 
insult to the intelligence of the Filipino 
IT practitioner and election watchdogs.”

AES watch correctly points out that 
Mr. Brillantes’s new grievance committee 
is only a poorer version of the Comelec 
Advisory Committee of technical experts 
whose recommendation not to purchase the 
flawed Smartmatic system Mr. Brillantes 
and his fellow commissioners have already 
pointedly ignored.

So why does Chairman Brillantes and 
his complicit fellow commissioners con-

tinue to resist the idea of a comprehensive 
product test of the Smartmatic automated 
election system? With the clear failure of 
the Smartmatic machines “demo-ed” last 
July 24-25 to perform as per required speci-
fications, plus the subsequent fudging of 
figures in the August 3 report on the demo, 
this refusal takes on a sinister meaning.

One leading industry practitioner 
laments, “It’s obvious that Comelec is 
just stonewalling and unwilling to let 
the Filipino IT community be involved. 
Comelec is not being transparent. Also, in 
the way it justified its decision upholding 
the legality of Comelec’s purchase of the 
Smartmatic PCOS machines, it seems that 
the Supreme Court was even lawyering for 
Comelec. It’s disgusting, frustrating, infu-
riating. I don’t know how we can continue 
to stomach this nonsense.” The Filipino 
people should be disgusted, frustrated, 
and infuriated as well. I

(This article first appeared in the Business-
World newspaper and its Internet edition 
www.bworldonline.com, dated August 
16, 2012. Reprint permission given by 
BusinessWorld.)

©
 R

oy
 L

ag
ar

de
 / 

C
B

C
P 

M
ed

ia



IMPACT • October 201212

ARTICLES

The Biliran Case
By Jerry Ocampo and Dindo Donato

Perhaps no other instances of probable hackings of the PCOS 
machines in the 2010 elections are as well-documented as 
those that occurred in Biliran province. The then-incumbent 

Representative of the province, Glenn Chong, was pitted against 
long-time political rival Rogelio Espina. By the end of the day 
of May 10, 2010, Espina was proclaimed the winner.

However, as soon as the polls were closed, Chong supporters 
had began accusing Espina of electoral fraud on a grand scale, and 
Chong himself refused to concede. Over the next several months, 
citizen volunteers formed the civil society group Biliran-Kawsa 
and began the painstaking process of gathering evidence to sup-
port Chong’s electoral fraud case at the House of Representatives 
Electoral Tribunal (HRET).

What follows are simple explanations of what really happened 
in Biliran on May 10 and 11, 2010. It is important to note that all 
allegations are supported by authenticated reports and papers.

I. Unauthorized Transmission and Receipt of Electronic 
Returns from an Unknown Source

to be transmitted wirelessly by the BEI, using the PCOS machine, 
to the computer server that is being maintained by the Municipal 
Board of Canvassers (MBOC) at the Culaba Municipality. The EML 
Data would likewise have to be transmitted to two other computer 
servers (the COMELEC central server and the KBP server), as 
required by law. In fact, all PCOS machine within the jurisdiction 
of Culaba were expected to transmit their respective EML Data to 
the Culaba MBOC server, as well as the two other servers.

In transmitting the EML Data, the BEI was asked by the PCOS 
machine if their digital signatures will be used to authenticate the 
digital data being transmitted. A digital signature is an electronic 
signature which is affixed to a digital document to prove that the 
document is authentic, very much like an ordinary signature in 
the non-virtual world. An existing COMELEC resolution (No. 
8786), however, ordered all BEIs nationwide not to use their 
digital signatures. Hence, in compliance with the explicit order 
from COMELEC, the members of the BEI of cluster precinct 
CP 7805002 did not use their digital signature in their attempts 
to transmit the EMS Data. This was duly noted in the Audit Log 
under Entry Number 408.

The CP 7805002 PCOS machine repeatedly attempted but 
also repeatedly failed to transmit the EML Data to the MBOC 
server of Culaba Municipality, the Comelec central server and 
the KBP server. These attempts were recorded in the Audit Log 
under Entry Numbers 411, 412, 413, 414, 417, 418, 419, 420, 
423, 424, 426, 430, 432, 433, 437, 438, 439 and 440. The failed 
transmissions were recorded as “0 successful transmissions for 
3 servers” under Entry Number 442.

The PCOS machine was then made to print one copy of the 
Audit Log at 8:36 p.m., recorded in the Audit Log under Entry 
No. 457, after which the BEI closed the PCOS machine at 8:39 
p.m. of May 10, 2010.

Despite the failed PCOS machine transmissions which 
were duly recorded in the Audit Log, the MBOC server of Cu-
laba Municipality received a transmission purportedly coming 
from the PCOS machine of Cluster Precinct CP 7805002. This 
transmission was received by the MBOC server at 11:23 p.m. of 
May 10, 2010, and was recorded by the server's Print Log under 
Entry Number 808. A Print Log is the record processed by the 
MBOC server, printed in increments of 1,000.

This questionable transmission was received by the MBOC 
server 3 hours after the PCOS machine for CP 7805002 was 
closed by the BEI.

Strangely, the Culaba MBOC server received a second trans-
mission from the same purportedly PCOS machine of Cluster 
Precinct CP 7805002 - about 25 minutes after the first one. This 
second transmission was however recognized as identical to the 
first transmission.

Thus, the Audit Log taken in relation to the Print Log clearly 
show that there was apparent unauthorized transmission and 
receipt of electronic returns for clustered precinct CP 7805002 
from an “unknown source”, because the sole authorized PCOS 
machine for this particular clustered precinct had been closed 
without any successful transmission.

Considering that all electronic returns bore no digital signa-
ture, in compliance with the explicit order of Comelec Resolu-
tion No. 8786, the authentication of the identity of the sender 
and integrity of the EML Data electronically transmitted, was 
systematically hampered.

On May 10, 2010, Election Day, members of the Board of 
Election Inspector (BEI) of clustered precinct CP 7805002 in 
Barangay Bacolod, Culaba Municipality, officially closed the 
poll at 7:21 p.m. This entailed signaling to the PCOS (Precinct 
Count Optical Scan) machine assigned to the cluster precinct 
that voting has ceased. In doing this, the PCOS machine started 
to initiate a number of processes that would complete the elec-
tion procedure at the precinct level. All of these processes were 
duly recorded by the PCOS machine in an Audit Log, which is 
the record of all the transactions processed by a particular PCOS 
machine. Thus, the Audit Log of the PCOS machine assigned to 
cluster precinct CP 7805002 noted the closing of the poll under 
its Audit Log Entry Number 392.

	 As soon as the PCOS machine was advised that the poll 
has been closed, it processed the result of the election of the 
clustered precinct, and produced a digital report called the EML 
Data (EML, or Election Markup Language, is the computer 
language used by PCOS machines). The Audit Log dutifully 
recorded this under Entry Number 407.

	 This EML Data would be the digital file that would have 
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II. Unauthorized Double Transmission and Receipt of the 
Same Electronic Returns using Different IP Addresses

On Election Day, May 10, 2010, through the next day, May 
11, 2010, electronic returns from seven clustered precincts in two 
municipalities were received twice by their respective MBOC 
servers via transmissions from different IP addresses. An IP ad-
dress, or Internet Protocol address, is a unique numerical label 
assigned to each communication device that communicates 
with other devices in a computer network. The IP addresses act 
like unique names for the devices. In the case of the computer 
network used by the AES, all PCOS machines and all the types 
of servers used were all assigned unique IP addresses. 

The details of the double transmission and receipt of the same 
electronic returns using different IP addresses are as follows:

CLUSTERED 
PRECINCT,
BARANGAY,
MUNICIPALITY

FIRST 
TRANSMISSION

SECOND 
TRANSMISSION

CP 7805006
Barangay Bool West
Culaba Municipality

MBOC Log No. 493
11 May 2010
01:55:36
IP Add: 10.15.2.121

MBOC Log No. 262
11 May 2010
03:41:51
IP Add: 10.15.3.43

CP 7805008
Barangay Poblacion
Culaba Municipality

MBOC Log No. 479
11 May 2010
01:57:06
IP Add: 10.11.6.177

MBOC Log No. 324
11 May 2010
02:58:09
IP Add: 10.11.5.201

CP 7805011
Barangay Looc
Culaba Municipality

MBOC Log No. 902
10 May 2010
22:31:33
IP Add:10.11.11.139

MBOC Log No. 778
10 May 2010
23:51:01
IP Add: 10.11.19.202

CP 7805012
Barangay Marvel
Culaba Municipality

MBOC Log No. 465
11 May 2010
02:17:25
IP Add:10.11.2.192

MBOC Log No. 248
11 May 2010
03:46:23
IP Add: 10.11.0.117

CP 7805017
Barangay Virginia
Culaba Municipality

MBOC Log No. 888
10 May 2010
23:00:03
IP Add: 10.11.19.47

MBOC Log No. 521
11 May 2010
1:21:23
IP Add: 10.11.0.232

CP 7805018
Barangay Virginia
Culaba Municipality

MBOC Log No. 916
10 May 2010
21:03:28
IP Add: 10.12.41.14

MBOC Log No. 749
11 May 2010
00:20:25
IP Add: 10.11.13.140

CP 7804011
Barangay Cabibihan
Culaba Municipality

MBOC Log No. 712
11 May 2010
05:13:34
IP Add: 10.11.0.180

MBOC Log No. 526
11 May 2010
06:23:18
IP Add: 10.11.1.60

A people’s response 
to the Biliran hitch

By Jing A. Mable

 

May 12, 2010 was 
one for the his-
tory books of 

young Biliran. It was when 
the very first rally was held 
in the Philippines’ small-
est province. On that day, 
some 4,000 (of the 150,000 
Biliran population) took to 
the streets of the capital, 
Naval, and gathered in the 
provincial capitol to air their 
indignation over what they 
consider as a grave injus-
tice,” wrote the Center for 
People Empowerment and 
Governance (CenPEG) in 
its Project 30-30, a Euro-
pean Union funded research 
project documenting the 
failures of the Smartmatic 
2010 Automated Election 
System (AES) in various 
parts of the country, includ-
ing Biliran.

The explosion of out-
rage and disgust of Bili-
ranons over the results of 
the 2010 elections must 
be understood within the 
context of their rejection 
of political dynastism and 
warlordism in the prov-
ince. The landslide win of 
neophyte politicians in the 
lone congressional seat and 
major towns   was, for Bili-
ranons, the end of their long 
sufferance of the dynastism 
and warlordism of the previ-
ous decades.  

With the advent of 
electronic rigging, Biliran 
victory over a hated politi-
cal dynasty was shortlived. 
Left unchecked, Biliranon 
aspiration to be free of the 
pernicious evils of political 
dynastism and warlordism 
may never be realized. With 

no one to turn to for help, 
Biliranons have resorted to 
exercising their power. 

Biliranons may not 
have been highly confident 
of the automated election 
system (AES), as was 
bruited about in the national 
press; nevertheless, they 
were open to it.

Ismael Galicia, Jr., a 
retired radiology technician 
who used to work in Libya 
and other foreign countries, 
described the political atmo-
sphere leading up to May 
20, 2010 thus: “The people 
were apprehensive of the 
new system. Some were ea-
ger to try it; others doubted 
whether this new system of 
automation could handle 
the election. During the 
campaign period, we knew 
that Atty. Glenn Chong, 
a very popular candidate, 
would easily win the elec-
tion. People would flock by 
the thousands and listen to 
the (meeting de avance). I 
would say that the campaign 
ran smoothly, except in one 
incident in Kawayan town 
where Atty. Glenn Chong 
almost lost his life when 
armed … goons … tried to 
ambush him.”  Like other 
provinces where political 
dynasties and warlords rule, 
politics in Biliran politics 
is characterized by high 
incidence of graft and cor-
ruption and violence.

Notwithstanding the 
prevailing threats of vio-
lence and apprehension, or 
because of it, Biliranons 
who opposed the dynastism 
and warlordism of the pre-
vious decades were more 
vigilant and active in the 
campaign. Voter turn-out 

“

Biliran Hitch, page 14

The Biliran Case



14 IMPACT • October 201214

The Audit Logs taken in relation to the Print Logs clearly 
show that there were apparent unauthorized double transmis-
sions and receipt of the same electronic returns for seven (7) 
clustered precincts, using different IP addresses between the first 
and second transmissions.

Most notably, the electronic voting results were intended 
for recording only once and not twice.

Again, the absence of digital signatures in all the electronic 
transmissions, which was a clear violation of the Autonomous 
Election Law by the COMELEC itself when it enacted and imple-
mented its Resolution No. 8786, compromised the authenticity 
and integrity of these transmissions.

III. Unauthorized Double Use of One IP Address for Two 
Different Electronic Returns

CLUSTERED PRE-
CINCT, BARANGAY, 
MUNICIPALITY

FIRST
TRANSMISSION

SECOND 
TRANSMISSION

CP 7801001
Barangay Poblacion
Almeria Municipality

MBOC Log No. 261
11 May 2010
01:06:50
IP Add: 10.15.0.157

NA

CP 7801002
Barangay Poblacion
Almeria Municipality

NA MBOC Log No. 247
11 May 2010
01:23:53
IP Add: 10.15.0.157

As with the two other hacking methods described above, 
all transactions of unauthorized double use of one IP Address 
for two different electronic returns was duly recorded by Audit 
and Print Logs; and the absence of digital signatures in all of 
the transmissions made it impossible to establish the authenticity 
and integrity of these transmissions.

Conclusion
As of this writing, the House of Representatives Electoral Tri-

bunal (HRET) is about to render decision on the electoral fraud case 
filed by Glenn Chong against Rogelio Espina. This case is viewed 
with interest by critics of the Automated Election System (AES) 
as implemented in the 2010 elections as it exemplifies the hacking 
possibilities of the PCOS machine. The acceptability of the PCOS 
machine as tools for AES may well be decided by Chong’s case. I

at 83% was higher than the 
75% national rate. Watch-
fulness was the order of 
the day. One mayoral can-
didate, Caridad Ang, even 
hired an electronics and 
communications engineer, 
Ferdinand Morillo, to ana-
lyze all the COMELEC 
documents that could access 
to ensure no fraud had been 
committed. It was Morillo’s 
report that rang the bells of 
alarm and galvanized Bili-
ranons to act and organize.

“The election protest 
was (also) based on the tes-
timony of several witnesses 
on some irregularities . . . in 
some precincts where the 
casting of votes continued 
and were allowed beyond 
reglamentary period or time 
of 7:00 o’clock pm and votes 
cast, based on the results, are 
more than the registered vot-
ers,” explained Ben Rica-
fort, a local KBP accredited 
radio commentator. 

While computers are 
expected to do a precise 
count, the precinct count op-
tical scan (PCOS) machine 
in Biliran apparently did not 
know how to count! Based 
on the election results, there 
are more votes cast than the 
number of registered voters! 

Out of sheer frustra-
tion over the slow voting 
process, the frequent PCOS 
breakdowns, and the inter-
mittent brownouts, more 
and more Biliranons like 
Galicia have resorted to 
calling the Smartmatic AES 
and the COMELEC as “bu-
lok” or rotten. By end of 
election day, the PCOS re-
sults have lost all credibility 
for the Biliranons.  

“From that day until 
today, people just keep 
coming (to join us in our 
protest),” claims Galicia, 
adding that people from 
all walks of life—farm-
ers, fishermen, tricycle and 

pedicab drivers, business 
men, religious people, pro-
fessionals, bystanders, and 
vendors—who have never 
seen, or participated in, a 
rally are rising up in collec-
tive outrage with a fervor 
and spontaneity that has not 
cooled but, in fact, intensi-
fied over the last two years.

 With so many Bilira-
nons wanting to be counted 
in the fight against what they 
call the rotten Smartmatic 
AES, BILIRAN KAWSA, 
was organized several 
months after May 10, 2010. 

“My involvement in 
the protest came right after 
the May 10, 2010 elec-
tion. Really, I felt cheated. 
I started to question how 
this happened. I talked to 
my friends and relatives 
of how they felt about the 
election, they too experi-
enced the same. How come 
a candidate who was not 
so popular in our barangay 
won by almost a landslide 
over a very popular Glenn 
Chong? … This strengthens 
my thoughts that I must do 
something to find-out how 
this cheating happened,” 
Galicia, now president of the 
BILIRAN-KAWSA, recalls 
the chain of events that trig-
gered a people’s uprising in 
condemnation of the incred-
ible election results.

Thanks to the unwaver-
ing vigilance and unity of 
purpose of Biliranons, criti-
cal documents that show 
how the Biliran AES was 
manipulated and other elec-
tion documents that would 
enable a comprehensive 
forensic investigation to 
be undertaken have been 
retrieved and preserved.  In 
the meantime, Biliranons 
have flown to Manila to 
make their presence felt 
at the House of Represen-
tatives Electoral Tribunal 
(HRET). I

Biliran Hitch, page 13

On May 11, 2010, a day after Election Day, electronic returns 
from two (2) different clustered precincts in the Municipality 
of Almeria were received by the MBOC server using one and 
the same IP address. 

The details of these transactions are as follows:
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Humility, solidarity are key to evangelization, 
synod members say

VATICAN City, Oct. 9, 2012—A Philip-
pine archbishop told the Synod of Bishops 
that it is possible to preach the Gospel to 
the poor, but only as long as the preacher 
shares their poverty.

“The Gospel can be preached to empty 
stomachs, but only if the stomach of the 
preacher is as empty as his parishioners' 
(stomachs),” Archbishop Socrates Villegas 
of Lingayen-Dagupan told the Synod of 
Bishops Oct. 9.

The archbishop was one of several 
synod members who emphasized the im-
portance of humility and solidarity with 
the poor as the Catholic Church attempts 
to strengthen the faith of its members and 

encourage lapsed Catholics to return.
Archbishop Villegas’ speech to the 

synod was met with applause, said Basilian 
Father Thomas Rosica, who briefed report-
ers about what occurred in the synod hall.

“The new evangelization calls for 
new humility,” Archbishop Villegas told 
the synod. “The Gospel cannot thrive in 
pride.”

Following Christ means imitating him 
with “a deep sense of awe and reverence 
for humanity,” he said. “Evangelization has 
been hurt and continues to be impeded by 
the arrogance of its messengers.”

A fellow Filipino, Archbishop Luis 
Antonio Tagle of Manila, also emphasized 

the importance of imitating Jesus' humil-
ity, which he said was seen most clearly 
in Jesus' willingness to become human, to 
suffer and to die for humanity.

Jesus’ humility allowed him to demon-
strate real love and concern for all people, 
particularly “those neglected and despised 
by the world,” and the church must do the 
same, Archbishop Tagle said.

Being humble also means recogniz-
ing when the church does not have all 
the answers, and therefore being willing 
to remain silent, he said, adding that “a 
church at home with silence will make 
the voiceless believe they are not alone.” 
(CNS)

Fewer couples embrace marriage, study finds
MANILA, Oct. 11, 2012—Filipino family 
life has changed drastically as marriage 
is losing ground and more couples live 
together without tying the knot.

This means that a growing number 
of children are born in the country with 
unmarried parents.

The finding comes after a survey 
figures showed that most Filipinos living 
with someone have not tied the knot in 
the church.

Commissioned by the Manila arch-
diocese-run Radio Veritas, the study that 
was conducted during the second quarter 
of 2012, showed findings that alarmed 
even the church leaders.

The survey showed that 57.7 percent 
of the 2,500 Catholic respondents were 
found to be unmarried in churches.

Using random sampling, the “Truth 
Survey” was conducted in 85 archdioceses 
and dioceses covering the country’s 17 
regions for the topic “The Filipino Catho-
licity. It has a +/-2 percent margin of error.

The result of the nationwide survey 
results were released Thursday, in line with 
the church’s celebration of the Year of Faith.

In breakdown, 7.5 percent of the 
respondents openly admitted that they are 
not married in churches while another 50.2 
percent did not reply.

But sociologist Bro. Clifford Sorita, 
who presented the study in a press confer-
ence, believed that those who answered 
“N/A” (not applicable) were unmarried 
and just “shy” to admit it.

“For Filipinos, if you are married, why 

would you not say 
that you are mar-
ried? They are em-
barrassed, they are 
not comfortable. 
They would rather 
hide in anonymity,” 
said Sorita, refer-
ring to those who 
did not reply.

He said there 
is also a possibil-
ity that a portion 
of those who an-
swered “no” might 
be married in civil 
rites or living in together, thus might even 
add to the growing number of Catholic 
couples who are cohabiting.

According to him, a civil wedding 
was not considered as a “marriage” since 
“the precept is you have to be married in 
a church.”

The poll also showed that for those 
belonging to salary class D or those early 
P4, 999 and below, there were 47 percent 
who said they got married in the Church.

This could be attributed to the Mass 
weddings organized by various local gov-
ernments or organizations to help those in 
financial struggle to receive the Sacrament 
of Matrimony.

Retired Novaliches Bishop Teodoro 
Bacani, vice chairperson of the Catholic 
Bishops Conference of the Philippines – 
Episcopal Commission on Doctrine of the 
Faith, lamented the findings of the survey.

He said the survey just confirmed what 
he has known all along and demands for 
“serious pastoral concern.”

“The survey results show the need for 
an apostolate to get Catholic couples to get 
married in the church. For the foundation 
of the Christian family is Christian mar-
riage, you cannot form Christian families 
without Christian marriage,” said Bacani.

CBCP Media Office director Monsi-
gnor Pedro Quitorio III, for his part, said the 
results of the survey are “very alarming”.

He even lamented that many unmar-
ried couples continue to receive Holy 
Communion during Masses even if they 
were not married in the Church.

“The Catholic Church would have 
to focus on this problem (not married in 
Churches). This is a serious problem and 
we have to do something,” Quitorio said. 
(RL/CBCPNews)
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Were the 2010 Automated 
Elections Really a Success?

COVER
STORY

By Tess D. Baltazar

On May 10, 2010, automated elec-
tions, a decades-long advocacy as 
the panacea to electoral fraud, has 

finally come to pass. Yet electoral reform 
advocates are far from euphoric. In fact, 
more than two years after the historic 2010 
national elections, worry and skepticism 
are fast turning into disgust and outrage.

Even before the 2010 elections, there 
were already many disturbing issues that 
needed to be, but were not, resolved. 
As the 2010 elections approached, the 
Commission on Elections (COMELEC) 
continued to lag behind schedule in the 
preparations for the first ever nationwide 
automated elections.

So much so that the academe and the 
local IT industry who were knowledgeable 
of the preparations entailed even called 
for a postponement of the election! That 
early the Christian Brothers of De La Salle 
University even warned all concerned 
of the possibility of electronic rigging 
should Comelec preparations continue to 
be sub-standard. 

But these voices of prudence were 
ignored. Instead, COMELEC resorted 
to improvisation and shortcuts, invoking 
“lack of time” which was inexcusable since 
they brought this upon themselves with all 
their dilly dallying. 

COMELEC sleepwalk turns into night-
mare

Less than ten days before elections, 
the somnolent preparations for the 2010 
elections erupted into a nightmare. May 
3, on the Final Testing and Sealing (FTS) 
of the Precinct Count Optical (PCOS) 
machines, the machines could not read 
the underside of the ballots, it was a total 
failure. About 76,000 compact flash cards 
that contained the program for reading 
ballots and counting the votes had to be 
recalled and reconfigured. To the dismay 
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of the local computer industry and the 
academe, instead of postponing the elec-
tions, the COMELEC, and on the say so 
of Smartmatic-TIM, its service provider, 
went ahead as scheduled.  

Unable to make good its word that 
they can reconfigure all faulty CF cards 
in time for elections, the local Science 
and Technology offices in the provinces 
and major cities were hastily recruited by 
COMELEC to stop gap the shortfall in 
Smartmatic capability.

To solve the PCOS machines’ inability 
to read the ballots, ironically designed and 
manufactured by no less than Smartmatic, 
the ultraviolet scanning feature of the 
PCOS which was provided by the Au-
tomated Elections Law to determine the 
authenticity of the ballots being fed the 
machine was disabled. Tens of thousands 
of hand held UV scanners were hastily 
purchased to address the security lapse, 
apparently to no avail as most of these 
were admittedly not used during the actual 
elections by the COMELEC personnel.

“For lack of time,” COMELEC came 
up with Resolutions disabling the other 
critical safeguards required by law: 1.) the 
digital signature of the BEI that would show 
the authenticity of the election returns; 2.) 
the built-in Ultra Violet (UV) lamp that 
would show the authenticity of the ballot 
cast; and 3.) voter’s  verification capability 
of the PCOS (showing the ballot cast in 
the PCOS screen as done during its public 
demonstrations).  On election day, instead 
of showing the voter the ballot cast, the 
PCOS screen merely said “Congratula-
tions. You voted.” 

With the disabling of these safeguards, 
results of the 2010 automated election 
system will always be subject to charges 
of illegitimacy.  

Supreme Court Order Rebuffed
To this day, no assurance has been 

given by either COMELEC or Smartmatic 
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Two Keys to Hacking the Smartmatic AES
By Jing A. Mable

On May 28, 2010, then Congress-
man Teodoro Locsin, Jr., chair 
of the House Committee on 

Suffrage and Electoral Reform, in the 
course its investigation of the 2010 elec-
tions made a momentous declaration:  
“On the question of the legal adequacy 
of PCOS, digital signatures, it was and 
remains my opinion that the universal 
lack of personal digital signatures of 
BEIS violates the Automation Law in 
relation the E-Commerce law in literal 
terms but that, in logical terms, the digital 
signatures of PCOS machines is equiva-
lent compliance to the literal requirement 
and therefore sufficient. “  

On this say, the COMELEC and 
its business partner, Smartmatic-TIM, 
got off the hook, so to speak, fending 
off charges of criminal liability for 
disabling a principal security feature of 
the Automated Election System (AES).  

But, ten days after, on June 9, 2010, 
the Final Report of the Senate Forensic 
Team, submitted jointly to then Senate 
President Juan Ponce Enrile and then 
Speaker of the House Prospero Nograles 

of the National Board of Canvassers 
(NBOC), the body doing the tally of the 
2010 national elections results, debunks 
the COMELELC-Smartmatic claim of 
a PCOS digital signature. 

The report reads:   “Examination 
of the PCOS machines revealed that 
there was no evidence found to prove 
the existence of digital certificates in 
the PCOS machines, contrary to the 
claims of Smartmatic. The technicians 
of Smartmatic were not able to show to 
the forensic team the machine version 
of the digital signature, alleging that 
they do not have the necessary tool to 
show the same. . . they (the Smartmatic 
technicians) were in a quandary as to how 
to extract the said machine signatures.

Even as a simple google search be-
lies the Smartmatic claim of machine sig-
natures, another Smartmatic claim—that 
the PCOS machine is fully secured from 
external intrusion or hacking—has been 
debunked by the Senate Forensic team. 

The Senate Forensic Team reported 
the existence of a console port at the back 
that, when connected to an ordinary lap-
top, can give an outsider “access to the 
operating system of the PCOS machine.” 
In short, contrary to protestations of 

Smartmatic under oath, the PCOS ma-
chine can be controlled through its console 
port! “Smartmatic cannot offer a technical 
explanation for this major loophole,” adds 
the Senate Forensic report. 

No less than Cesar Flores of Smart-
matic eventually admitted before the 
Congressional investigation that “if a 
candidate has total control of the pre-
cincts, of the BEIs and the watchers, 
the machine can be totally manipulated 
and there is nothing that can be done to 
prevent such a fraud.”  

The COMELEC suspension of 
digital signatures and the delivery of 
hackable PCOS machines by Smartmatic 
, concerned IT professionals and netizens 
know only too well, is a sure fire formula 
for the successful electronic rigging of 
the 2010 elections.

The deed needs just a few dedicated 
collaborators to do it.

The two keys to hacking the Smart-
matic AES—the suspension of digital 
signatures by COMELEC and the hack-
able PCOS machines supplied by Smart-
matic—prove beyond reasonable doubt 
that the electronic cheating during the 
first national automated election on May 
10, 2010 was a pre-meditated crime. I

that indeed every one of the 76,000 CF 
cards have been recalled and reconfigured 
correctly.

Since both COMELEC and Smartmat-
ic-TIM have been evasive, if not opaque, 
on the matter of locating, isolating, and 
fixing the numerous glitches of the 2010 
AES, the local IT industry and the academe 
initiated various legal moves to demand 
accountability for what they see could be a 
travesty of the Filipinos’ right of suffrage. 

The Center for Empowerment and 
Governance (CENPEG), based in U.P. 
Diliman and the Automated Elections 
System (AES) Watch filed a case at the 
Supreme Court to compel the COMELEC 
to make available the Source Code of the 
Precinct Count Optical Scanner (PCOS) for 
review by IT experts. They won their case.  

To this day, however, COMELEC and 
Smartmatic-TIM refuse to comply with 
the court order, resorting to subterfuge 
instead. Smartmatic being only a vendor 
cannot provide access to the AES source 
code since the software is owned by a 

Canadian firm, Dominion.
The day of elections, the Filipino na-

tion began to reap the wages of unprepared-
ness and improvisation—the long lines, the 
mass disenfranchisement of voters, etc. Yet 
, no sooner had the precincts closed and the 
results begun to be posted on the COME-
LEC Website, than the elections were be-
ing hailed as a “success”, even as election 
results posted in the COMELEC Website 
were being contested by candidates and 
being cavalierly changed by COMELEC. 
As more errors and inconsistencies piled 
up in the coming days, the Website was 
shut down, though the law stipulates that 
it must remain posted for 3 months.

Citizens to the Rescue
Concerned citizens swung into action. 
Homobono Adaza filed a case at the 

Supreme Court questioning the constitu-
tionality of the elections. 

We CARE (We, Citizen Advocates 
for Reform) Movement, composed of tax-
paying professionals and workers groups, 

came up with a Letter Request to the 
COMELEC to upload all scanned images 
of all ballots in the public domain prepara-
tory to a citizens’ recount. They went on a 
signature campaign for more signatories to 
their Letter Request which they submitted 
in July, 2010. 

Adaza's case remains pending at 
the Supreme Court and WeCare has not 
received any reply from the COMELEC 
nor has the COMELEC taken action on 
their request. 

WeCare then filed a Petition for 
Mandamus in the Supreme Court on Oct. 
27, 2010 for the disclosure of the digital 
photo images of all ballots cast in the May 
2010 elections, invoking the citizenry's 
right to information of public concern 
and to secure the “sanctity of the ballot”. 
They questioned the following actions of 
the COMELEC:

1. Removing the requirement of digital 
signatures

2. Disabling the built-in Ultra Violet 
(UV) scanner of the PCOS and its replace-
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ment by a hand-held scanner, which was 
found impractical due to the clustering of 
about 7 precincts to a PCOS, and hence 
was not used,

3. Deviating from the mandated Ran-
dom Manual Audit (RMA) process since 
RMA was not conducted immediately after 
the transmission of election results; was 
not conducted right at the precinct, and 
the results were not released immediately 
after the audit. 

WeCare argued that the Right to 
Information was immediately executory 
and that what they were petitioning for 
was a matter of public concern and that the 
disclosure of the ballot images would not 
violate the secrecy of the ballot because 
of the anonymity of the voter.

To generate public awareness and 
public support, WeCare came up with a 
Media Flyer on their Petition for Manda-
mus on Nov. 11, 2010. They gained the 
support of other civil society groups that 
came under the umbrella named “Protect 
our Democracy Movement” (PODM).

The We CARE Mandamus Petition 
remained pending at the Supreme Court.
WeCare made a follow-up Letter to the 
Supreme Court vs. COMELEC on May 
31, 2011. They pointed out that, as per 
COMELEC Report based on the RMA 
which covered 1,145 clustered precincts or 
1.5% of total clustered precincts, the PCOS 
accuracy rate was 99.6 % which would 
translate into 80 errors/20,000 ballots. 
With this accuracy rate, the PCOS failed 
the minimum accuracy rate required of 
99.995% or only 1 error for every 20,000 
ballots. Armed with this new finding, We 
Care argued, to justify a people's audit 
of the PCOS through its Petition for the 
disclosure of the photo images of all 
ballots cast per precinct. To this day, the 
Supreme Court has not acted on the We 
CARE Petition.

IT Industry Appeals to Ombudsman 
The Philippine Computer Society 

(PCS), with its credibility at stake in the 
way the automated elections were con-
ducted—since they had a hand in crafting 
the proper safeguards as part of the COME-
LEC Advisory Council, which safeguards 
were disabled by COMELEC—filed an 
Affidavit Complaint at the Ombudsman 
on June 29, 2010, which to date, remains 
pending. The PCS also wrote a letter to 
the COMELEC relative to the issue of the 
custody of the CF cards, the examination 
of which was vital in finding out how the 
PCOS performed in the 2010 elections.  

As a result of the multi sectoral pro-

R
om

y 
C

ay
ab

ya
b

R
om

y 
C

ay
ab

ya
b



IMPACT • October 201220

Electronic Sabotage of 2010 Elections: An Unholy Collaboration
By Jing Mable

The combination of the COMELEC 
suspension of digital signatures 
and the delivery of hackable PCOS 

machines by Smartmatic, concerned IT 
professionals and netizens know only too 
well, is a sure-fire formula for the success-
ful electronic rigging of the 2010 elections. 

The deed needs just a few dedicated 
collaborators to do it. 

But what is a matter of graver con-
cern for the more discerning citizens is 
the absence of outrage from the so-called 
guardians of public morals. Why, they ask 
among themselves, are these election sabo-
teurs in the COMELEC and their business 
partner, Smartmatic-TIM, not roasting in 
the front pages of the country’s newspa-
pers and television news? Why indeed is 
COMELEC happily considering, more 
than 24 months after the dastardly crime, 
not only re-hiring but actually buying the 
fully certified unreliable PCOS machines? 
And, disturbingly, with nary a squeak of 
protest to be heard from the corruption-
hunting, self-righteous civil society groups 
or the election watchdog, Pastoral Parish 
Council for Responsible Voting. 

Are the guardians of society’s morals 
and conscience also into the loop of unholy 
collaboration to defraud Filipino voters 
and sabotage their democratic way of life? 

The unfinished investigation started 
by the NBOC on the 60 PCOS machines 
seized in the house of a Smartmatic tech-
nician in Antipolo City on election day, 
May 10, 2010 was swept under the rug 
by mainstream media and not taken up 
to its logical conclusion by the succeed-
ing congressional committees in both the 
House and the Senate of the 15th Philippine 
Congress. Such nonchalance exhibited by 
the country’s lawmakers  raises suspicions 
of a conspiracy to cover up other con-
demnable features of the PCOS machine 
and collaborative work done by the Melo 
Commission on Elections (COMELEC) 
and its business partner, Smartmatic – TIM, 
to sabotage the 2010 elections.

Where else can the Filipino people put 
blame for such systematic sabotage of their 
basic sovereign right if not COMELEC 
who, by law, is mandated to administer 
and hold the country’s elections?

What agency in government, except 
COMELEC, would have the complete 
control of the AES that Smartmatic’s Flores 

thing as a machine digital signature for 
the purposes of the AES law. “Digital 
signatures” under the law can pertain only 
to persons and not to machines, because 
only persons can be held accountable and 
machines cannot. 

The suspension of the digital signature 
requirement on the election returns, implies 
Atty. Donato, has done irreparable harm 
to the Automated Election System (AES).

Atty. Donato connects the absence of 
BEI digital signatures to hacking or illegal 
intrusion into the AES during the May 10, 
2010 elections. He states that, “Without 
digital signatures encoded into the electronic 
election returns, the computer servers receiv-
ing the numerous electronic transmissions 
will not be able to detect which transmissions 
are genuine and which are fake.”

Given the grave implications of a 
probable election sabotage in the offing, 
why the unholy silence, the haste in closing 
the controversy over the lack of BEI digital 
signatures on the election returns (ERs) and 
the consolidated official counts (COCs) of 
the May 10, 2010 elections by the Congres-
sional Committees on Suffrage? 

Concerned professionals, netizens, 
and citizens have protested before the 
Supreme Court, but, evidently to no avail.

Recently, the Supreme Court under a 
new Chief Justice gave its imprimatur on 
the COMELEC’s purchase of what has 
been proven to be a highly defective and 
hackable Smartmatic AES.

Could the unholy collaboration in-
volve all three branches of the governemt 
as well as all the so-called watchdogs of 
Philippine society? Deprived of a court of 
last resort, what are the options left for the 
Filipino people? 

What a calamity! I

describes as the key to hack-
ing the system? Smartmatic’s 
admission of PCOS manip-
ulation is corroborated by 
COMELEC’s actions in the 
form of COMELEC Resolu-
tion No. 8786 dated 04 March 
2010 suspending the digital 
signature requirement at all 
levels of the vote count. 

The COMELEC Reso-
lution No. 8786 issued three 
months before election day ex-
plicitly instructs COMELEC 
officials not to use the digital 
signatures in violation of all 
legal and technical wisdom.

COMELEC Resolution No. 8786, 
Article V, Section 40. Counting of bal-
lots and transmission results explicitly 
instructs COMELEC officials not to affix 
their signatures on election documents to 
be transmitted:  f) Thereafter, the PCOS 
shall automatically count the votes and 
immediately display a message “WOULD 
YOU LIKE TO DIGITALLY SIGN THE 
TRANSMISSION FILES WITH A BEI 
SIGNATURE KEY?’, WITH A ‘YES’ or 
‘NO’ option; g)   Press ‘NO’ option. The 
PCOS will display ‘ARE YOU SURE YOU 
DO NOT WANT TO APPLY A DIGITAL 
SIGNATURE?’; h) Press ‘YES’ option.”

Now a question that begs to be asked in 
the wake of this law-breaking COMELEC 
Resolution is:  Does COMELEC as the 
agency mandated to conduct Philippine 
elections have the mandate as well to cir-
cumvent the law it is supposed to enforce?

Lawyers agreed that only Congress 
can amend the law. So COMELEC has 
violated the law when it suspended criti-
cal safety features such as the affixing of 
its canvass officials’ digital signatures as 
provided by the law.  

Moreover, the spirit and letter of the 
laws bearing on signatures on election 
results are very clear, according to Tan 
Dem legal experts.

On the matter of the legal implications 
of the suspension of digital signatures on 
vote count reports, lawyers also agreed that 
all laws pertaining to elections and elec-
tronic signatures are firm on the premise 
that digital signatures should represent a 
person or a group of persons.

Atty. Dindo Donato, legal counsel 
of We Citizen Advocates for Reform (We 
CARE) Movement, a Tan Dem group 
member, explains that there is no such 
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tests, Congress conducted an investigation 
on all issues and complaints relative to 
the conduct of the first-ever nationwide 
automated elections: the 60 PCOS ma-
chines found in a Smartmatic technician's 
house in Antipolo, the CF cards found in 
a garbage can  in Cagayan de Oro,  CF 
cards in Cotabato showing election results 
in Colombia, candidates being offered 
poll victory for a fee, discrepancies in the 
election results of the COMELEC and the 
tallies of candidates from their copies of 
the ERs, etc.

Congressional Whitewash
The most curious part of the Congres-

sional investigation was the claim that the 
“machine signature” of the PCOS served 
the same purpose as the required digital 
signature which was disabled. 

Take note that in the Forensic Report 
to Congress, it was stated that Smartmatic 
could not show any “machine signature” in 
the PCOS. In fact, if one checks out Google 
and Wikipedia, there is no such thing as a 
“machine digital signature.”

In the face of this congressional 
whitewash, We CARE came out with a 
legal Paper titled “Digital Signatures in 

the Automated Election Systems.” 
It states that, according to law, an elec-

tronic signature is a distinctive mark repre-
senting the identity of a person attached to 
an electronic document. It is the signature of 
the person. The claimed “machine signature” 
of the PCOS is therefore contrary to law.  

It further states that, according to law, 
electronic election returns must be digi-
tally signed. Election returns transmitted 
electronically must be digitally signed to 
be “considered as official election results” 
and “used as the basis for the canvassing of 
votes and the proclamation of a candidate.” 

It follows therefore that election re-
sults that are not digitally signed cannot 
be “considered official election results.” 

We are confronted therefore with a 
problem of crisis proportions: if the elec-
tion results in the May 2010 elections 
were not digitally signed, they could not 
be “considered as official election results!”

 COMELEC buys rotten goods  
Last April, still steeped in its som-

nolent condition, the COMELEC opts to 
buy the defective PCOS machines and its 
hackable software.

The academe, the IT industry, con-

cerned citizens, now backed by the major 
religious groups of the country, launched  
multisectoral,  if separate moves,  to stop 
the immoral and illegal transaction.  

The academe headed by CenPEG 
and AES Watch, Archbishop Fernando 
Capalla of Davao City, and Solidarity 
for Sovereignty (S4S) immediately filed 
their separate motions for Temporary 
Restraining Order on the anomalous 
sale. Tanggulang Demokrasya, on the 
other hand, filed a petition for injunction 
to nullify the immoral contract between 
COMELEC and Smartmatic. After all 
the evidences and events exposing the 
incompetence of Smartmatic as project 
manager and  the failure of its hardware 
and software before and during, the most 
astounding question that begs to be asked 
is “Why is COMELEC so eager to buy 
rotten elections goods?”

Civil society has not been remiss in 
doing something about all these automated 
elections issues every step of the way.  The 
ball is now in the court of the COMELEC, 
the Ombudsman, the Supreme Court, 
Congress and the PNoy administration 
and its commitment to take the “matuwid 
na daan.”  I

Were the 2010 Automated Elections Really A Success?
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Melo Commission Election Priorities: 
Legality, Bankability, or Expediency?

By Jing A. Mable

There must be critical reasons why the 
framers of the election automation 
law are so explicit about the need 

for BEI signatures. The framers of the law 
are aware of the significance of the BEI 
digital signatures in ensuring an accurate 
count, hence, an honest election. 

The election priorities of then COME-
LEC Chairman Jose Armando R. Melo on 
the grounds of practicality and a billion 
peso savings have categorically discarded 
the need to follow the election law. The 
need to ensure that sovereignty of the 
Filipino will has been subsumed under 
issues related more to the bankability and 
expediency of the elections. 

Even given the expressed priorities 
of the Melo Commissions, questions still 
beg to be asked. 

 	For one, the shaving of the cost 
of the Smartmatic – TIM contract as 
claimed by Melo is not reflected in the 
Commission report on the 2010 elec-
tions. The contract price before and after 
the suspension of the digital signatures 
remains at about P7,191,484,739.48,  not 
P6,191,484,739.48 if indeed the Melo 
justification is true. 

An election count and a quick proc-
lamation of winners may be a good thing 
as it can preempt cheating after the polls. 
However, speed of counting can never take 
the place of an accurate count. The fram-
ers of the country automated election law 
know this and no way can any government 
agency dismiss its importance even for, as 
Congressman Locsin says, logical and, ac-
cording to Melo, pecuniary considerations. 

Tanggulang Demokrasya, (Tan Dem), 
concerned with the increasingly appar-
ent massive electronic fraud in the 2010 
elections, worked on the unravelling of 
the mysteries surrounding the hastily 
concluded elections, for the last 17 months 
and have arrived at facts and documentary 
evidence that could pin the Melo Commis-
sion on Elections and its business partner, 
Smartmatic- TIM, on the issue of betrayal 
of the people’s trust. After all, 70 percent of 
those interviewed, according to the survey 
conducted by the Social Weather Station 
right after the 2010 elections, expressed 
high confidence in the PCOS machine, that 

it had delivered not 
only a swift count 
but also an accurate 
one as well.

Unfortunately, 
the high public trust 
on the PCOS ma-
chines as reported 
by the SWS is un-
founded. Based on 
Tan Dem findings, 
the conclusion that 
there is indeed evi-
dence of systemic 
and nationwide 
manipulation of 
election returns is 
sufficiently sup-
ported on two ma-
jor counts: 

1. As evidenced by COMELEC Reso-
lution No. 8786 dated 04 March 2010, Sec 
40(f), (g), and (h)  directing all the Boards 
of Election Inspectors nationwide NOT 
to sign the transmission of the electronic 
election returns in clear VIOLATION OF 
THE LAW. The language of Sec. 22, Par. 
6 of Rep. Act No. 8436, as amended by 
Rep. Act No. 9369, is clear and simple 
that all electronic election returns must 
be “digitally signed” as defined by law, its 
implementing rules and regulations, and 
the judicial rules of evidence. 

2. As evidenced by the experience 
of defeated congressional candidate Glen 
Chong of Biliran province,  there were at 
least three (3) forms of recorded unauthor-
ized transmissions of electronic election 
returns: (a) unauthorized transmission 
and receipt of electronic returns from an 
unknown source; (b) unauthorized double 
transmission and receipt of the same elec-
tronic election returns using different IP 
addresses; and (c) unauthorized double 
use of one IP address for two (2) different 
electronic election returns.

Why is a signature important? The 
signature of a person is a basic legal 
requirement in any human transaction. 
Everyone, without exception, knows that 
for a document to be authentic, it has to 
be signed.

Signatures Sanctify Documents
A simple love letter has to be signed 

by the writer. Otherwise who will vouch 
for the sincerity of the avowals made in 
the letter? Common legal practice, in fact, 
does not honor any document that has not 
been signed by all the parties involved. 
The signature of the person, be it on an 
official receipt, a deed of sale, or a war-
ranty, sanctify the document and make it 
legally binding to all citizens. The sanctity 
of the election results is vowed to by the 
Comelec and its officials and their act of 
affixing their signatures obligates the vot-
ing public to recognize such documents as 
certified to be correct. In the same vein, 
an unsigned document like the ERs and 
COCs of the 2010 elections are rubbish, 
fit only for the waste basket. 

To make sure that accountability and 
transparency are followed in this transac-
tion between government as represented 
by COMELEC  and the people, only the 
signature of the person in charge, the BEI 
or some other Comelec official doing the 
actual count can sign and thus certify the 
truth of the facts contained in the election 
document. This is the spirit of the law, the 
reason why all election laws are explicit on 
the need for vote count documents to be duly 
signed by the Comelec official in charge.

Signatures of BEI and other Comelec 
officials tasked with handling the official 
tallies of the votes are mandated in the 
Omnibus Election Code and subsequent 
elections laws passed by Congress.

When the nation opted for electronic 
voting, the Automated Election Law was 
passed, equally providing for the same 

Members of Tanggulang Demokrasya (TanDem) file an injunction at the 
Supreme Court.
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signatures to be affixed on the vote count 
reports. There are two laws that can be 
cited on the issue of BEI digital signatures: 
Republic Act No. 7166 otherwise known as 
the Automated Election Law and Republic 
Act No. 8792 or the E-Commerce Law.

The Automated Elections Law is very 
specific on the requisite for digitally signed 
election returns and certificates of canvas.

Sec. 19 A 	 “. . .  The election returns 
transmitted electronically and digitally 
signed shall be considered as official elec-
tion results and shall be used as the basis 
for the canvassing of votes and the proc-
lamation of a candidate. . .”

Sec. 25. “Authentication of Electroni-
cally Transmitted Election Results. – The 
manner of determining the authenticity 
and due execution of the certificates shall 
conform with the provisions of Republic 
Act No. 7166 as may be supplement or 
modified by the provision of this Act, where 
applicable, by appropriate authentication 
and certification procedures for electronic 
signatures as provided in Republic Act No. 
8792 (Electronic Commerce Act) as well 
as the rules promulgated by the Supreme 
Court pursuant thereto.”

The E-Commerce Law, on the pre-
sumption relating to electronic signature 
(Section 9), states:  “In any proceedings 
involving an electronic signature, it shall 
be presumed that –

a. The electronic signature is the 
signature of the person to whom it cor-
relates; and

b. The electronic signature was af-
fixed by that person with the intention 
of signing or approving the electronic 
document unless the person relying on 
the electronically signed electronic docu-
ment knows or has notice of defects in or 
unreliability of the signature or reliance on 

the electronic signature is not reasonable 
under the circumstances.

Short of a Supreme Court ruling on the 
legitimacy of COMELEC Resolution No 
8786, COMELEC action is without legal 
basis. Now is it any wonder that there is 
much unholy haste as well to unseat a non-
compliant Supreme Court Chief Justice?

Wilful Violation of the Law
A massive unholy collaboration of 

two of the three branches of government 
aside, what then is the role of the digital 
signature in the overall conduct of the 
2010 automated national elections? And 
what are the implications on the results of 
an illegitimate elections?

In an automated election, the digital 
signature determines and will distinguish 
between the true and the fraudulent.

Since there is no paper trail that elec-
tion watchers can literally see and verify in 
the case of an automated count and since the 
poll watchers can also not literally see what 
is being transmitted, the digital signature 
of the Comelec official in charge becomes 
the only distinguishing mark that would 
indicate the human source of the document 
and the transmission, a source that could 
be held accountable for the action made.

 Machines cannot be held account-
able since it is inert and cannot initiate an 
action. Hence, from the point of view of 
automation, the digital signature is not only 
a legal requirement, it is a security feature.

This is the main reason why the Au-
tomated Election Law has classified the 
digital signatures of specific Comelec of-
ficials as a security feature, one of several, 
that would prevent electronic cheating in 
the elections. Section 30 of Republic Act 
No. 9369 declares:   “Sec. 30. Authentica-

tion of Electroni-
cally Transmitted 
Election Results. 
– The manner of 
determining the au-
thenticity and due 
execution of the 
certificates shall 
conform with the 
provisions of Re-
public Act No. 7166 
as may be supple-
ment or modified by 
the provision of this 
Act, where applica-
ble, by appropriate 
authentication and 
certification proce-
dures for electronic 

signatures as provided in Republic Act No. 
8792 as well as the rules promulgated by 
the Supreme Court thereto.”

Now why would the agency tasked 
by the Constitution to conduct Philippine 
elections officially suspend something that 
the law says is needed to prevent cheating 
in the elections?

Since we now know for a fact based 
on the Senate forensic report that the 
PCOS machines have no built-in machine 
signatures and that the PCOS machine 
can be externally manipulated through 
its console port using an ordinary laptop, 
what then will the logical, practical purpose 
of suspending the BEI digital signatures?

Suspending the digital signatures 
which the COMELEC did en banc, three 
months before election day, is the key that 
opens the AES to hacking.

As a result of all these findings, We 
CARE has arrived at the conclusion that, 
“By necessary legal implication of the 
VIOLATION OF THE LAW, “election 
returns transmitted electronically” but 
NOT “digitally signed” CANNOT be 
“considered as official election results”, 
NOR “used as the basis for the canvass-
ing of votes and the proclamation of a 
candidate.” 

Since, by virtue of a Comelec reso-
lution, none of the “electronic election 
returns” nationwide bear any “digital 
signatures”, then it necessarily follows 
that the constitutional mandate to secure 
the “sanctity of the ballot” has been grossly 
violated during the May 2010 national and 
local elections.  

As a practical result of the VIOLA-
TION OF THE LAW, the authentication 
of any and all of the electronic election 
results transmitted nationwide is systemi-
cally hampered.  This paved the way for 
the network intrusion or hacking of the 
automated election system (AES) used 
during the last elections.” 

Two questions beg to be asked in the 
light of Tan Dem’s findings:

Given the wilful violation of the law 
on digital signatures and the vulnerability 
of the PCOS machines which it leased 
from Smartmatic, can we now proclaim 
that electoral sabotage of the 2010 elec-
tions has been wilfully committed by the 
Melo Commission and its business partner, 
Smartmatic-TIM and that the results of 
such an election is equally tainted and 
illegitimate?

What do we do now with the il-
legitimately proclaimed officials of the 
executive and legislative branches of 
government? I

The people of Biliran stage a rally to protest the questionable outcome 
of elections in the province.

Were the 2010 Automated Elections Really A Success?
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Towards Building a Just and Lasting Peace in Mindanao
(Statement of Catholic Bishops in Mindanao on the Framework Agreement on the Bangsamoro)

We view with vigilant optimism 
the announcement of a com-
ing peace agreement between 

the government and the Moro Islamic 
Liberation Front (MILF) as the first steps 
towards forging “a just and lasting peace 
in Mindanao.” We believe that continuing 
consultations with all stakeholders are nec-
essary to bring the peace process forward.

We recall the rejection in August 2008 
of the Memo of Agreement on Ancestral 
Domain (MOA-AD) due to its lack of trans-
parency and certain provisions that were 
deemed unconstitutional. In the aftermath 
of that rejection, we recall the efforts of the 
Bishops-Ulama Conference to sponsor a 
year-long series of multi-sectoral consulta-
tions to uncover the underlying factors for 
promoting a culture of peace in Mindanao.

Konsult Mindanaw thus outlined six 
values that constitute a “people’s platform 
for Peace in Mindanao.” We reiterate these 
visions and voices for peace coming from 
Muslim, Lumad, Catholic and Protestant 
participants in these consultations.

The first value is Sincerity – to dispel 
the atmosphere of mistrust and confusion 
in many communities.  There is need 
for policy cohesion among the various 
agencies of the Philippine Government 
as well as transparency through public 
consultation and communication. Previ-
ous agreements should be honored and a 
consistent mandate should be given for 
the credibility of the peace panels. The 
Bangsamoro groups should also strive to 
act with one voice while good governance 
practices in the present Autonomous 
Region of Muslim Mindanao could be 
highlighted as a prelude to the creation 
of a new political entity.

A second value is Security. Mindanao 
has been depicted for a long time as a the-
atre for war and intermittent local conflicts. 
People’s fears and insecurity have to be ad-
dressed. The proliferation of armed groups 
has to be checked. To enhance security, 
authorities should intensify humanitar-
ian work and the reintegration program, 
radically reduce arms and war profiteers, 
strengthen localized security strategies, 
and align economic and environmental 
projects with peacebuilding efforts.

A third value is Sensitivity. Many 
communities in Mindanao are suffering 
under layers of hurts and biases as a re-
sult of a long history of colonization and 
conflict.  For some, this has resulted in los-

ing their ancestral 
domain and in being 
looked down upon. 
Many indigenous 
people (Lumad) 
communities feel 
left out of the peace 
process.  To counter 
these adverse fac-
tors, there is need 
for respecting the 
people’s right to 
self-determination, 
multi-cultural sen-
sitivity in education, 
and healing of trau-
ma for internally-
displaced persons 
and communities.

A fourth value 
is Solidarity. A sense of oneness among 
the tri-people population of Mindanao can 
only come about when ordinary people can 
meaningfully participate in the building 
of peace. It is in this sense that informa-
tion and communication channels could 
provide a venue for people’s participation. 
Mass media, schools for peace, and Civil 
Society peace movements can all contrib-
ute towards forging solidarity. We need to 
build social infrastructure that connects 
communities rather than divides them. We 
should pay special attention to the needs 
of IDPs in conflict-affected areas.

Spirituality is a fifth value. Konsult 
Mindanaw participants envision a peaceful 
Mindanao where Muslims, Lumads, Chris-
tians and members of other faith traditions 
live together in harmony and religious free-
dom. The religious traditions of both Islam 
and Christianity as well as of indigenous 
people can bring about both internal and 
external peace. Peace as spirituality and 
as religious tolerance can flow into soci-
ety. Some concrete measures would be: to 
integrate peace and religious instruction in 
schools; to apply Islamic teachings in Mus-
lim society; to promote interreligious and 
intercultural understanding; and to promote 
intrafaith dialogue leading to forgiveness 
and reconciliation. There is also a call for 
more active participation of religious lead-
ers on peace and good governance. Ritual 
healings can provide definitive closure of 
conflict situations.

A final value is Sustainability. For the 
long-term viability of the peace process, 
government and social institutions have 

to be harnessed to work for the people. 
Among the initiatives that need to be in-
stitutionalized are the following: Legislate 
new structures as needed for the peace 
accord to bear fruit. Mainstream the peace 
lens in local governance. Professionalize 
peace efforts. Strengthen the NCIP and the 
Indigenous People’s Movement. Correct 
discriminatory practices in the Justice 
System. Strengthen peace education. Make 
knowledge and imagination work for hu-
man development and social cohesion.

A formal peace agreement is not the 
end of peacebuilding; rather it is just the 
beginning of much hard work in concret-
izing the meaning of Sincerity, Security, 
Sensitivity, Solidarity, Spirituality, and 
Sustainability in our various communities 
in Mindanao. May the two highest values 
in all our religious traditions—love of God 
and love of neighbor—be our constant 
guide in working for reconciliation and 
building a Culture of Peace in Mindanao.

 (14 October 2012)

Signatories:
Bp. Guillermo Afable  (Digos)
Bp. Jose Colin Bagaforo  (Cotabato)
Bp. Jose Cabantan (Malaybalay)
Bp. Edwin de la Peña (Marawi)
Abp. Jesus Dosado (Ozamis)
Bp. Elenito Galido (Iligan)
Bp. Dinualdo Gutierrez (Marbel)
Bp. Martin Jumoad (Isabela)
Abp. Antonio Ledesma   (Cagayan de Oro)
Abp. Orlando Quevedo (Cotabato)
and others

w
w

w
. o

ur
la

dy
sm

is
si

on
ar

ie
s.

co
m



25Volume 46 • Number 10

STATEMENTS

Pastoral Letter on the Year of Faith

MY dear Brothers and Sisters in Christ,
Pope Benedict XV, in his Apostolic 

Letter Porta Fidei, announced a Year of 
Faith that will begin on October 11, 2012 
and conclude on November 24, 2013, the 
Solemnity of Christ the King.  The whole 
Church is invited to celebrate the precious 
gift of faith, to receive it again and to trans-
mit it joyfully.  Our beloved Archdiocese of 
Manila is one with the Church worldwide 
in welcoming the Year of Faith.

The Rationale for the Year of Faith
The date of the opening of the Year of 

Faith was chosen carefully.  It also partly 
explains the Pope’s intentions.  October 
11, 2012 marks the fiftieth anniversary of 
the opening of the Second Vatican Council 
(1962) and the twentieth anniversary of 
the promulgation of the catechism of the 
Catholic Church (1992).  The significance 
of these two events determines consider-
ably the spirit of the Year of Faith.

In our time, the Second Vatican Coun-
cil is the great moment of renewal in faith.  
Blessed John XXIII desired that through the 
Council “the Church will become greater 
in spiritual riches and gaining the strength 
of new energies therefrom, she will look to 
the future without fear.”  The renewal of 
the Church comes from a rediscovery of 
its spiritual heritage.  By ‘renewal’ Vatican 
does not mean the emergence of a totally 
new Church that is cut off from the past.  
A proper interpretation of the Council does 
not allow a view of the “post-Vatican II 
Church” that disparages and “corrects” the 
“pre-Vatican II Church” by disregarding 
the Tradition, simplistically exalting what 
came after the council as good and criticiz-
ing what went before it as bad.  Neither 
does a proper hermeneutic of Vatican II 

allow the reverse that is, judging the “post 
Vatican II Church” as a deviation from the 
Apostolic Faith as though the true Church 
stopped existing after Vatican II.  A mere 
glance at the sources used in the sixteen 
documents of the Council shows that there 
exists a profound continuity in the Church, 
the continuity of faith assured by the Holy 
Spirit.  The Year of Faith invites us to study 
again the Second Vatican Council and the 
Catechism of the Catholic Church that is 
its fruit in order to rediscover the vitality 
of the faith we have inherited.

Aside from celebrating Vatican II and 
the Catechism of the Catholic Church, the 
Year of Faith invites us to look closely at the 
contemporary world, its beauty and wounds.  
The continuity of the Church through the 
ages allows various forms of renewal.  The 
Church receives, celebrates and lives the 
faith in different historical settings with 
their unique demands and challenges.  
Vatican II is one such renewal, engaging 
the phenomena that make up the modern 
world.  Within the Year of Faith a Synod of 
Bishops will be convoked to reflect on the 
New Evangelization.  In a span of fifty years 
after Vatican II, the world has seen dramatic 
changes that pose new challenges, even 
threats, to faith and its transmission.  The 
Philippines, specifically the area covered by 
the Archdiocese of Manila, is not exempt.  
But we also believe that the contemporary 
world, especially the youth and the poor, 
expresses its search for God in ways that the 
Church must also discover.  Thus the Year 
of Faith invites us to listen to the deep cries 
and aspirations of the people and societies 
of our time so that we can proclaim Jesus 
Christ to them with new methods, new 
expressions and new fervor.  It is a year of 
listening and mission as well.

The Dynamics of Faith and the Year 
of Faith

Faith is a dynamic reality.  God 
initiates a relationship with us.  God 
opens the door of faith, to a life of 
communion with the Father, the Son 
and the Holy Spirit.  This life-long 
encounter and intimacy with the Triune 
God happens within the Church.  The 
Church is a community of faith, a fruit 
and an agent of faith and a missionary 
of the Gospel in the world.

As we immerse ourselves in the faith 
of the Church and its mission in our world 
in this Year of Faith, we are called to engage 
in an integral development in faith with 
the following components:

a) A deeper understanding of what we 
believe in through an intensified Biblical 
apostolate program, review of documents 
of Vatican II and teachings emanating from 
it like the Second Plenary Council of the 
Philippines and the Second Provincial 
Council of Manila and the Catechism of 
the Catholic Church,

b) A renewed appreciation and cel-
ebration of the mystery of the faith in 
sacrament, liturgy and prayer,

c) A joyful living of the faith ex-
pressed especially through conversion, 
a moral life governed by justice and 
charity, solidarity with and service of 
the poor, and courageous witness to what 
we believe in,

d) A rediscovery of ecclesial com-
munion where the diverse gifts of the 
Holy Spirit are offered and developed to 
strengthen the Church and serve its mission 
here and even abroad.

We believe that as Christians we 
are urged on by the love of Christ to 
help construct a world of truth, justice, 
harmony and peace.  The Year of Faith 
also opens for the Church in the Philip-
pines a nine-year preparation for the 
commemoration of the 500th anniversary 
of the arrival of the Christian Faith on 
our shores.  With Mary as our model 
and guide, let us welcome the Year of 
Faith in the Archdiocese of Manila and 
trust that it would bear much fruit for 
the Church and for humanity.

Given on 28 September 2012, Memo-
rial of san Lorenzo Ruiz de Manila and 
companions.

+LUIS ANTONIO G. TAGLE
Archbishop of Manila

©
 J

an
de

l P
os

io
n 

/ C
B

C
P 

M
ed

ia



26 IMPACT • October 2012

FROM THE
BLOGS

What’s up?

First were the very emphatic and 
interestingly much repeated dec-
lamations that someone’s term of 

office was only up to 2016—as if this 
were a secret, as if the electorate did 
not know such a long standing fact at 
all. Was such an intriguing proclama-
tion on the occasion of a report to the 
nation, already insinuated that there 
must be a way of prolonging it one way 
or another such as by a constitutional 
change? Then there were the insistent 
and repeated claims of certain politi-
cians that the 1986 Philippine Constitu-
tion should be changed in conjunction 
with its economic provisions—as these 
were deemed impediments to the social 
development of the country. Now there 
is the “framework” of a peace in Mind-
anao. Would the Bangsamoro political 
entity need constitutional amendment 
for ultimate ratification?

What is going on? 

This is keeping quiet about the Free-
dom of Information Bill that has been 
long since eluding discussion and ap-
proval. Would this also require constitu-
tional change to sterilize it somehow for 
the convenience of those in government 
having much to hide? This is likewise 
saying nothing about the Anti-Dynasty 
provision that continues to evade imple-
mentation—for the convenient lack of an 
enabling law. Would this likewise need 
constitutional change to get rid of such 
a politically inconvenient provision?

What is going on? 
Much less, this is even making 

mention of the question about libel 
as a cyberspace crime. The law was 
quietly crafted by the legislature and 
eagerly signed into law by the Chief 
Executive. The law is seen as unconsti-
tutional. Therefore, is there also a need 
to make a constitutional amendment to 
salvage it and thereafter implement it 

with readiness and ease in order to si-
lence people about their exasperations 
towards the politicos in general, about 
the political leadership in particular?

What is going on? 
Is it true that for those now in 

tenure of a six-year political power, 
this is deemed too short for comfort 
and convenience? Is it true that those 
benefitting by the said six-year ten-
ure, are eager to have it extended for 
their own personal profit and family 
advantage? Does everything above 
noted eventually lead to the conclu-
sion that the present presidential form 
of government will be changed to a 
parliamentary system—with those 
whose tenure of office is but up to 
2016, would then conveniently prolong 
themselves in office?

What’s up?

www.ovc.blogspot.com

Thank God
Considering the heart rending phenomenon now 

taking place in the different parts of this volatile 
world, attending to the markedly unstable global 

situation primarily on account of the gross hardships 
experienced in living life, omitting the mention of cer-
tain people not only harboring anger but also downright 
hatred in their hearts for one reason of another—thank 
God for the Philippines for being still basically peaceful! 
Praised be the Filipinos for being still calm and at peace! 

There is the continuous manufacture of lethal weap-
ons, the steady production of deadly war implements, 
the progressive deployment of well-armed soldiers in 
foreign countries. This is not to mention the some kind 
of a social time bomb built by religious gross insults and 
progressively awakening religious ire. Thank God for the 
Philippines for its inability to wage war, all posturing to 
the contrary withstanding! Praised be the Filipinos for 
still keeping their sobriety and nurturing their equanimity!

There are the glaring facts of hunger and unemploy-
ment, the reality of meager and stagnant salaries of those 
who happen to find local work instead of being OFWs, 
the misfortune of the continuous rise of prices of basic 
commodities plus the infallible payments of direct and 
indirect taxes from birth to death. Thank God for the 
Philippines that is still one country with but one people! 
Praised be the Filipinos who remain patient and resilient.  

This is not to mention the ever present and increasing 
number of criminals especially in urban areas with their 
repeated heinous deeds especially against human life, the 
reality of some lawmen being in fact lawless elements of 
society. There are also a good number of public officials 
who make self-service their expertise instead of doing 
public service as they should. Thank God for the Philip-
pines that manages to survive all such atrocities! Praised 
be the Filipinos who can still tell jokes and laugh!

There was the imposition of Martial Law when 
thousands of patriotic people were killed, when human 
lives became cheap in the same way that human rights 
were grossly violated. There was the leadership that was 
perceived as the incarnation of corruption and equated 
with dynastic politics. Thank God for the Philippines that 
witnessed peaceful uprisings instead of civil wars! Praised 
be the Filipinos who said prayers instead of firing guns! 

Let it be said though that the Philippines has records 
of bloody wars such as when the Spaniards became 
abusive of the people and when the Japanese oppressed 
the Filipinos. But just the same, would that the People 
of the Philippines keep their culture of endurance and 
understanding! Thank God that the Philippines is not 
(yet) some kind of a middle-east country! 

www.ovc.blogspot.com
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EDITORIAL

Party-List
The members of the 1986 Philippine Constitu-

tional Convention by and large proved their 
intelligence and integrity, their competence 

and good will. Their spirit was patriotic. Their inten-
tion was principled. Their vision was noble. Thus it 
is that the 1986 Philippine Constitution they dutifully 
prepared and accordingly approved by Filipinos is 
worthy of the gratitude and affirmation of the People 
of the Philippines.

The constitutional provision on the Party-List Sys-
tem cannot be faulted in its desire and design, its interest 
and concern in behalf of the less favored members of 
Philippine society. The rich and the powerful can take 
care of themselves. The influential dynasties and lead-
ing clans can readily protect their own interests as well 
as promote their own concerns. But there is Party-List 
representative to stand for the rights and demands of 
the underprivileged, the helpless, and marginalized 
sector of Philippine society. 

 	But sad to say, they depend on the professional 
politicos in the country to mess up the just content and 
right intent of the Party-List constitutional provision 
and intention. The truth is that some of them are even 

planning to change allegedly “some” constitutional 
provisions, allegedly according to the demands of the 
times, allegedly for the “good” of the people, alleg-
edly for the “welfare” of the generations yet to come. 
Again, count of the said specialist in partisan politics 
to use, abuse, misuse the Party-List System to their 
own egoistic advantage and benefit. 

It grossly started with someone having the backing of 
the then most powerful and consequently most privileged 
political lineage in the country. Wonder of all wonders, 
the individual concerned nonchalantly presented himself 
as the head nominee/candidate of a Party-List represent-
ing the Security Guards among other forsaken sectors of 
Philippine Society. The known personality won hands 
down. Hands down as well, he is now gone.

Now, it is reported that there is a “Movement” that 
is already well entrenched in power and influence as 
very close ally of the present administration, is now 
seeking COMELEC accreditation as a Party-List. So 
it is that there are now at least three quite new bad 
words that have entered the world of politics: “Epal”, 
“Bofal”, “Kapal”.

Party-List System: Where goeth thou? 
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Once upon a time all feelings and emotions went to 
a coastal island for a vacation. According to their 
nature, each was having a good time. Suddenly, 

a warning of an impending storm was announced and 
everyone was advised to evacuate the island.

The announcement caused sudden panic. All rushed 
to their boats. Even damaged boats were quickly repaired 
and commissioned for duty.

Love did not wish to flee quickly. There was so much 
to do. But as the clouds darkened, Love realized it was 
time to leave. Alas, there were no boats to spare. Love 
looked around with hope.

Just then Prosperity passed by in a luxurious boat. 
Love shouted, “Prosperity, could you please take me in 
your boat?”

“No,” replied Prosperity, “my boat is full of precious 
possessions, gold and silver. There is no place for you.”

A little later Vanity came by in a beautiful boat. Again 
Love shouted, “Could you help me, Vanity? I am stranded 
and need a lift. Please take me with you.”

Vanity responded haughtily, “No, I cannot take you 
with me. My boat will get soiled with your muddy feet.”

Sorrow passed by after some time. Again, Love asked 
for help. But it was to no avail. “No, I cannot take you 
with me. I am so sad. I want to be by myself.”

When Happiness passed by a few minutes later, Love 
again called for help. But Happiness was so happy that 
it did not look around, hardly concerned about anyone.

Love was growing restless and dejected. Just then 
somebody called out, “Come Love, I will take you with 
me.” Love did not know who was being so magnanimous, 
but jumped on to the boat, greatly relieved that she would 
reach a safe place.

On getting off the boat, Love met Knowledge. Puzzled, 
Love inquired, “Knowledge, do you know who so gener-
ously gave me a lift just when no one else wished to help?”

Knowledge smiled, “Oh, that was Time.”
“And why would Time stop to pick me and take me 

to safety?” Love wondered.	
Knowledge smiled with deep wisdom and replied, 

“Because only Time knows your true greatness and what 
you are capable of. Only Love can bring peace and great 
happiness in this world.”

Helpless Love

Hospital window

Two men, both seriously 
ill, occupied the same 
hospital room. One man 

was allowed to sit up in his bed 
for an hour each afternoon to 
help drain the fluid from his 
lungs. His bed was next to the 
room’s only window. The other 
man had to spend all his time 
flat on his back. The men talked 
for hours on end. They spoke 
of their wives and families, 
their homes, their jobs, their 
involvement in the military 
service, where they had been 
on vacation.

Every afternoon when the 
man in the bed by the window 
could sit up, he would pass the 
time by describing to his room-
mate all the things he could see 
outside the window.

The man in the other bed 
began to live for those one hour 
periods where his world would 
be broadened and enlivened by 
all the activity and color of the 
world outside.

The window overlooked a 
park with a lovely lake. Ducks 
and swans played on the water 
while children sailed their mod-
el boats. Young lovers walked 
arm in arm amidst flowers of 
every color and a fine view of 
the city skyline could be seen 
in the distance.

As the man by the window 
described all this in exquisite 
detail, the man on the other 
side of the room would close 
his eyes and imagine the pic-
turesque scene.

One warm afternoon the 
man by the window described 
a parade passing by.

Although the other man 
couldn’t hear the band – he 
could see it. In his mind’s eye 
as the gentleman by the window 
portrayed it with descriptive 
words.

Days and weeks passed.
One morning, the day 

nurse arrived to bring water 
for their baths only to find 
the lifeless body of the man 
by the window, who had died 
peacefully in his sleep. She 
was saddened and called the 
hospital attendants to take the 
body away.

As soon as it seemed ap-
propriate, the other man asked 
if he could be moved next to the 
window. The nurse was happy 
to make the switch, and after 
making sure he was comfort-
able, she left him alone.

Slowly, painfully, he 
propped himself up on one 
elbow to take his first look at 
the real world outside.

He strained to slowly turn 
to look out the window beside 
the bed.

It faced a blank wall. The man 
asked the nurse what could have 
compelled his deceased roommate 
who had described such wonderful 
things outside this window

The nurse responded that 
the man was blind and could 
not even see the wall.

She said, “Perhaps he just 
wanted to encourage you.”

FROM THE 
INBOX

From the email messages of may_rv2003@yahoo.com
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Pedro Calungsod
Patron of the Filipino Youth

Fr. Salvador G. Agualada Jr.

This volume adds up to the three 
books already written about the 
young Visayan martyr, Pedro 
Calungsod. Although this book con-
tains no new information on the life 
of the young martyr, still it is a wor-
thy book to peruse and could serve 
to deepen one’s knowledge and 
appreciation of living profoundly 
the Christian faith. For indeed, Pe-
dro Calungsod’s life offers today’s 
generation of young Christians a 
template in which to model their 
own life. In today’s globalized world 
where hedonism and relativism 

characterized the lifestyle of many, the life and examples of Pedro 
Calungsod serve as a mirror for us to look into our own life. In the 
words of Cebu Archbishop Jose Palma, this book will help devotees 
of Pedro Calungsod and all Christians for that matter, to deepen 
our devotion in Christ and help us live concretely our Christian faith 
as he did. The author is a Claretian priest and currently serves as 
president of Claret Seminary. He is also a professor in the same 
seminary and at the Institute for Consecrated Life in Asia (ICLA).  

Crumbs from the Melting Pot
Jose C. Sorra, DD

In search for “greener pasture” or 
the elusive “American Dream”, many 
Filipinos with their families in tow, 
have chosen to leave the Philippines 
and settled in the United States. The 
exodus to the United States, which, 
according to reports has tripled be-
tween 1980 and 2006, is continuing 
until now, as many Filipino families 
dream of providing a comfortable life 
for their families. As many of those 
who have migrated many years ago 
would now admit, life as an expatri-
ate has never been easy, whether in 
North America or in Europe. Many 
stories tell of culture shock and 
discrimination because of color and 
beliefs. In this book, the author share 
with readers the stories of some migrant Filipinos whom he had 
personally known even in their younger years. They are inspiring 
stories of faith in God and family and their struggle to live within 
the parameters of the Christian values amid contrasting culture 
and destructive influences of their more secular surroundings. Fol-
lowing the narratives from these expats, the book adds a second 
part that gives “a comparative critique of the Filipino and American 
cultures and home values” and “of the philosophies behind the 
secularist and humanist ideological movements, which apparently 
insidiously undermined and openly defied the Christian beliefs 
and home values.”

Parish Catechetical Instruction 
According to the 1983 
Code of Canon Law

Rev. Msgr. Joselito C. Asis, JCD

The role of catechesis in evange-
lization has been more magnified 
than ever with the declaration 
of the Year of Faith which the 
Holy Father, Pope Benedict XVI 
opened on October 11, 2012 
and goes on until November 24, 
2013. Catechesis does not only 
refer to structured instruction one 
gets from school or in a parish 
setting, but more on witnessing  
one’s faith and life as a Christian. 
As Archbishop Socrates Villegas 
aptly puts it in the foreword of 
the book, “Catechesis is a duty 
that our baptism into Christ has 
imposed upon us.” And yet, a 
graver responsibility lies on the 
shoulders of ordained ministers 
and consecrated religious―”that 
of being teachers of the Word and witnesses of Christ” called to 
“bear witness and allow our lives to prove that what we profess 
with our lips is lived in our lives.” The Year of Faith is at best 
a renewed challenge for every Christian, ordained and non-
ordained ministers to do evangelization in a deeper level. This 
book on parish catechetical instruction could not have come out 
at a more fitting time as this.

Handbook of Truths Behind 
the Reproductive Health Bill

Bernardo Villegas, Rosa Linda Valenzona, Jo Imbong, et al

There has never been any measure introduced in Congress 
as divisive as the reproductive health bill. Languishing in 
Congress for years, the RH bill has been re-introduced in the 
succeeding Congress but never been passed because of the 
Church and pro-life groups’ radical opposition due to its anti-life 

provisions. The present measure 
is no different, if not worse than 
the previous bills because of ad-
ditional provisions, which in the 
words of the authors, are truly 
harmful to individual Filipinos and 
the Filipino nation, among which 
include a six-year sex educa-
tion program starting at Grade 5 
and a taxpayer-funded artificial 
contraception. This handbook is 
very informative and should be 
read by all Filipinos as it gives 
an enlightening presentation of 
the “truths behind the RH Bill.” 
Hopefully, with this exposition, 
honest minds would understand 
what the RH bill really is.

b o o k
r e v i e w s
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ENTERTAINMENT

Catholic INitiative for 
Enlightened Movie Appreciation
Eleven-year-old Norman 

Babcock (voice of Kodi 
Smith-McPhee) can com-

municate with the dead.  For him, 
his dead grandmother (voiced 
by Elaine Stritch) is still alive, 
as she still hangs around the 
family house and talks to Nor-
man as though she never left 
home.  His parents are worried 
that his behavior indicates that 
he can’t as yet cope with the 
loss of his grandma, but Nor-
man is convinced otherwise.  In 
fact, Norman is so at home with 
ghosts, that on the way to school 
each day, he greets dead people 
he never even met in life—and 
sometimes dead birds and ani-
mals, too, like a raccoon run over 
by a motorist.  This makes him a 
weird kid, shunned, teased and 
bullied by schoolmates, except 
by one, another reject named 
Neil (voiced by Tucker Albrizzi) 
who will be part of the adventure 
awaiting Norman when the latter 
finds out from his oddball great 
uncle Mr. Prenderghast (voiced 
by John Goodman) that he has 
been chosen to save their zombie-
infested hometown, Blithe Hol-
low, from the curse of an 18th 
century witch.

Why is it that any movie 
town that has witches and ghosts 
and ogres in it must have “Hol-
low” as a second name?  Is it 
because Hollow smacks of Hal-
loween?   That gives you a clue 
to the nature of ghoulish enter-
tainment ParaNorman offers its 
audience.  So many ghost movies 
have been made that it’s hard to 
think anyone can still come up 
with something new to startle 
audiences.  In this sense, Para-
Norman’s supposed shockers 
fail to shock—though it’s more 
likely we’ve been desensitized 
by seeing too many horror mov-
ies.  Be that as it may, there will 
always be youngsters who’ll 
shriek at a ghostly surprise—as 
those we encountered in the mall 
theater we watched at.  Perhaps 

movie critics grow old and blasé 
but there will always be new 
moviegoers to terrorize.  One 
thing about the animation: the 
ugly zombies become uglier and 
duller due to the 3D; that might 
as well stand for Dark, Dim and 
Dreary, not worth the price of 
admission.  They should have 
made the zombies out of glow-
in-the-dark stuff—at least they’ll 
look exciting.

There are definitely posi-
tive elements in ParaNorman, 
like Norman’s grace under 
bully pressure, a sign that the 
boy is really brave, accepting, 
and self-confident inside.  His 
calmness in the presence of 
ghosts or his family’s incredulity 
is also another admirable trait; 
after all, how many 11-year olds 
do you know can deal with the 
living dead without flinching?  
ParaNorman is a statement 
about intolerance, claiming that 
evil deeds (unjustly condemning 
and burning a suspected witch 
at the stake) result from fear 
and inspire vengeance.  It is 
also a plea made on behalf of 
children to be heard by parents 
and elders alike, no matter how 
“different” the child is, because 
being different can also give a 
person the power to do good 
for others.   

One dangerous side of Para-
Norman, particularly since it is 
directed at children, is its casual 
treatment of homosexuality.  A 
brief and apparently humorous 
scene shows a muscular man, all 
that time presented as a he-man, 
later on matter-of-factly saying 
he has a boyfriend.  Is that sup-
posed to signal to the audience 
that same sex relationships ought 
to be accepted as natural and 
normal?  Beware that youngsters 
do not get subtly brainwashed by 
seemingly harmless incidents 
in movies into accepting errant 
behaviors that could lead to self-
destruction or defilement in the 
light of the gospel.
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PAKISTAN. Christian boy accused of 
blasphemy for SMS 

Another Pakistani teenager faces 
death threats after being accused of 
blasphemy through a text message. 
Ryan Brian Patus, 15, and his family 
was forced to flee when Islamic fun-
damentalists ransacked their home 
and set it on fire last Oct. 11. In a 
related story, the Muslim cleric who 
is accused of framing Rimsha Ma-
sih, a young Christian girl accused 
of blasphemy, has been released 
on bail, while the latter remains in 
custody. Imam Khalid Jadoon Chisti 
is accused of burning pages of the 
Qu’ran and planted them on the girl. 
(Fides Service)

JERUSALEM. Vandals strike another 
monastery in Holy Land 

Vandals have struck again at a 
Franciscan monastery in the Holy 
Land Oct. 2, spray-painting offensive 
remarks on the doors of the abbey 
located near the Church of the Dormi-
tion. This is the second such attack in 
less than on a month on a Christian 
monastery. The first occurred last 
Sept. 11 in a Trappist Monastery in 
Latroun. The vandals, believed to be 
pro-Israeli settlement hardliners, have 
also attacked Muslim holy sites and 
other Christian sites. (Zenit)

PHILIPPINES. Bishop denounces rise 
of political dynasties 

Cotabato Auxiliary Bishop Jose 
Colin Bagaforo has publicly con-
demned the spread of political dy-
nasties throughout the country. The 
Filipino prelate expressed his concern 
that an oligarchy would effectively 
worsen problems of corruption within 
the government. Bagaforo said that 
number of elitist political families on 
the ballot for next year's midterm 
elections would “affect the checks and 
balances" in the government.  Several 
candidates belong to various political 
clans, among them the brother of in-
cumbent Senator Pia Cayetano, the 

son of Senate President Juan Ponce 
Enrile, and the aunt and cousin of 
Filipino President Benigno Aquino 
III. (Zenit) 

INDIA. Catholics in India calling for pro-
test of 'objectionable' Bollywood film

Catholic groups in India have called 
for the protest of an upcoming Hindi 
film if scenes portraying believers and 
clergy in an offensive manner are not 
removed from the film “If the clergy of 
any other religion would not be seen 
in such a manner, why is it expected 
that the Christian community keep 
quiet over such mockery and ridicule 
of its faith?” Joseph Dias said in a 
statement from the Catholic-Christian 
Secular Forum Dias, who is head of 
the ecumenical group, noted that 
while stereotyping of Christians has 
existed in films, the movie “Kamaal 
Dhamaal Malamaal” is a “new low” 
for Bollywood. (CNA)

KAZAKHSTAN. New cathedral con-
secrated for post-Soviet Kazakhstan

The Cathedral of Our Lady of 
Fatima was consecrated in the city 
of Karaganda in Kazakhstan recently, 
marking the rise of Christianity in a 
region that once hosted camps for 
victims of Soviet persecution. Bishop 
Janusz Kaleta of Karaganda voiced 
“great joy for a real cathedral.” He said 
that the large church will be “a place 
of prayer and a visible sign to attract 
new faithful to the Christian faith.” 
Cardinal Angelo Sodano, the dean 
of the College of Cardinals, served 
as Pope Benedict XVI’s legate to 
the ceremony. Over 1,500 attended 
the event, including Catholic faithful, 
Orthodox Christian leaders, Muslim 
leaders, and local civil authorities. 
(CNA)

SRI LANKA. Tea workers demand land 
of their own 

More than 300 homeless tea es-
tate workers marched to demand 
land and housing rights in the city of 

Kandy Oct 14. They have been an-
gered by a statement in Sri Lanka’s 
2012 budget, which proposes leas-
ing unused plantation land to busi-
nesses. Sri Lankan tea is one of the 
country’s biggest cash crops, but 
families working on tea estates are 
among the nation’s poorest. There 
are around 914,000 people in the 
plantation sector, the vast majority 
living on the estate where they work. 
Accommodation typically consists of 
‘line rooms,’ one-room dwellings built 
in rows, close to the fields. (UCAN)

INDONESIA. Blind woman honored for 
helping others

A state-run university in Cen-
tral Java province has honored a 
34-year-old visually impaired woman 
for helping other disabled people 
abandoned by their families. The 
University of Diponegoro (UNDIP) 
in the provincial capital Semarang 
on Saturday bestowed its highest 
honor on Priskilla Smith Jully, who 
founded the School of Life Founda-
tion in 2005. The award is given 
to individuals or groups who make 
significant contributions to society, 
the environment or development, 
he added. Priskilla said the award, 
a medal, certificate and a 12 million 
rupiah (about US$1,265) cash prize, 
will encourage her to serve more 
people. (UCAN) 

TIMOR LESTE. Minister urges journal-
ists to improve their English

Secretary of State for Media Nelio 
Isaac Sarmento is encouraging all the 
country’s journalists to learn English 
and Portuguese so that they can 
improve their employment prospects 
once the country becomes a member 
of ASEAN. Sarmento, a former televi-
sion journalist, said his ministry would 
help provide the language classes 
and offer training courses and scholar-
ships. Timor Leste has been seeking 
ASEAN membership since 2007. Its 
formal application was submitted last 
year. (UCAN) 




